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1. HaimeHOBaHHUe JUCIMILIUHBI

OcHoOBBI HH(MOPMAIMOHHOM Oe301TacCHOCTH

2. Hepeqeﬂb IVIaHUPYeMbIX Ppe3y/IbTdTOB O0CBO€HHSA 06p830BaTeﬂbH0ﬁ MporpamMmmabl (HEPE‘«IEHb KOMHETQHHI/Iﬁ) C YKd3dHHMEM

HHAUKATOPOB UX JOCTH)XE€HHUA U IVIAHHUPYEMBIX pe3y/1bTAdTOB oﬁyqunﬂ o AUCIMIyinHe

Kopa komneTenyu

HaumeHnoBaHue

KOMIIeTeHIIUHN

NHANKATOPHI AOCTIHKEHUS

KOMIIeTeHIIUHN

Pe3ynbrarhl 00ydyeHusi (YMeHHUsS U 3HAHHA), COOTHECEHHbIe

C HHAUKATOPaMHU JOCTH)XEHUA KOMIIeTEeHIITUN

[TKH-2

Crnoco6HOCTH pa3pabaTbiBaTh
aJITOPUTMbI ¥ TIPOTPaMMBbI C
WCTI0/Tb30BaHUEM COBpeMeH-
HBIX TeXHOJIOTHUI

IIpOrpaMMHPOBaHHUS

Brnageet 00beKTHO-OpHEHTHPOBAH-
HBIM SI36IKOM TTPOTPaMMHPOBaHUS Ha
yPOBHe 3HaHUsI CHHTaKCHCa U CeMaH-
THKH, OCHOB CTaHJAPTHOU

OUOIUOTEKU.

3Hare: [IpyHIMIBI OpraHy3anyy ¥ CTPYKTYPY CUCTEM 3a-
IIUTBI TIPOTPaMMHOT0 00ecrieyeHusT aBTOMaTU3UPOBaHHBIX
CUCTEM.

YMmerb: ®opMUpPOBaTH MOMUTHKY O€3011aCHOCTH TIPOTPaMM-

HBIX KOMITOHEHTOB aBTOMATHW3MPOBAHHLIX CHCTEM.

Hcrionb3yeT MHCTpYMeHTa/IbHbIe
cpencTBa nporpammupoBanus (IDE,
SDK, API, nonynsipHbie ¢ppeliMBOPKH

1 OMO/IMOTEKH).

3HaTh: MPUHLIMITEI TIOCTPOEHUS CPE/ICTB 3all{UThl MH(POpMa-
LMY OT HeCAaHKLIMOHUPOBAHHOIO ZI0CTyTNa U yTeUKH 110 TeXHU-
YeCKUM KaHajiaMm.

YMeTb: 0CyIeCTB/ISTh KOHTPO/Ib 00ecrieueHust YPOBHS 3all[y-

LHI€EHHOCTHU B dBTOMdTU3WUPOBAHHBIX CUCTEMAX.

OpraHu30BbIBaeT KOZOBYO 6a3sy, opu-
eHTHUPYeTCs B CyLeCTBYHOLL[eM Kojie,
JIEMOHCTpHUpYeT 3HaHUe OOIIerpuHs-
TBIX COTJIAIIEHUW U TTOJIMTHK B 00/1a-

cTH 0(hopM/IEHHS KOZia.

3Harb: OCHOBHBIE YTPo3bl 6€30MaCHOCTH UH(POPMALIUH U MO-
JleNT HapyIIUTeJisi B aBTOMaTU3MPOBaHHBIX CUCTEMax

YMmeth: Pa3zpabaTbIBaTh MpeII0KEHHUS 110 COBEPIIIEHCTBOBA-
HUIO CUCTeMBbI yTIpaB/IeHUs 3aluThl MHPOpPMal[My aBTOMAaTH-

3UPOBAHHBIX CUCTEM

[TpoeKTUpyeT TeKCTOBBI, IPOrpaMM-

HbIM WK rpadruuecKuii UHTepdeic

3HaTh: MmporpaMmMHbIe CpeaCTBa obecnieueHus 6€30MacHOCTH

JdaHHBIX.




KO]I[ KOMIIeTeHIIUHn

HaumeHoBaHue

KOMIIeTeHI{ U

I/IHAI/IKaTOPBI AOCTH)KEeHHUA

KOMIIeTeHI{uHn

Pe3ynbrarhl 00ydyeHusi (YMEeHHUS U 3HAHHA), COOTHECEHHbIe

C HHAUKATOPaMHU JOCTH)XE€HUA KOMIIETEHLIUN

MIPOrpaMMHOM CHUCTEMBbI UCXOJS U3 ee

Ha3HaueHMHs.

YMeThb: KnaccupuLMpoBaTh U OLleHMBaTh YTrpo3bl HHpOpMa-

LIMOHHOM 0e30IaCHOCTH.

[IKH-7

CriocoOHOCTh BBITIOHATE Cep-
BHCHOe 00C/Ty>)KUBaHMe U Ha-
CTPOMKY arnmaparHoro u npo-
rpPaMMHOTO 0becrieueHusl, B
TOM YHCJIe C y4eToM TpeboBa-
HUM MH(OPMaLIMOHHOU

Ge30macHOCTH

[leMoHCTpUpYeT 3HaHKWe OCHOB (PYHK-
LIMOHUPOBAHUS KOMIIbIOTEPHOU TeX-
HUKU, pelllaeT yaCTo BO3HUKAOLI[1e
Mpo0/IeMbl B UX KCIUTyaTal[|H, BbI-
TIOJIHSIeT TIePBUYHYI0 YCTaHOBKY U Ha-
CTPOMKY MOMY/ISIPHBIX TIPOrpaMM U

OrepalrOHHBIX CUCTEM.

3HaTh: TUTOBbIE IPUYMHBI UHI[UEHTOB, BO3HUKAIOIIUX TPU

yCTaHOBKe ITPOrPaMMHOT0 00eCIieueHusl.

YMmeThb: UieHTUGUILMPOBaTh UHLIWEHTbI, BO3HUKAIOIIe TPU
yCTaHOBKe IPOrpaMMHOT0 0becrieueHws, ¥ IPUHUMATh pelile-

HUe 10 U3MEHEeHUIO TIPOLIeyPhl YCTaHOBKHU.

IleMOHCTpPUpYeT 3HaHHe OCHOB (DyHK-
L[MOHMPOBAHUSI OTIePaljOHHBIX CH-
CTeM U KOMITbIOTePHBIX CeTel, HacTpa-
MBaeT CeTeBble MOJK/TIOUeHUS U
C1yKOBbI, TUAarHOCTUPYeT uX paboTy 1
peleT TUITMYHbIE 3a/ja4i aIMHUHU-

CTPUPOBAHUS CeTeu.

3HaTh: TUTTHI IPOTPaMMHO-aIIAPaTHBIX CPeJCTB obecrieue-
HUS 3alMThl THPOPMAL[MM aBTOMAaTHU3UPOBAHHBIX CUCTEM.
YMeTb: aHa/IM3MPOBaTh NPOrpaMMHbIe, ApXUTEKTYPHO-TeXHU-
yecKue U CXeMOTeXHUUeCKre pellleHusi KOMIIOHEHTOB aBTOMa-
THU3MPOBAHHBIX CUCTEM C L{e/Ib0 BbISIB/IEHUS TOTEeHL[MA/IbHBIX
ys3BUMOCTeH 6e30macHOCTH MH(POPMAIY B aBTOMaTU3UPO-

BAHHBIX CUCTeMaxX.

Vcrione3yeT cepBepHbIe OreparjoH-
HbI€ CUCTEMBI /1Sl pa3paboTKy U pas-
BepPThIBAaHUS CETEBBIX MPUIOKEHHUH,

HacTpavBaeT BeD-C/Ty>KObI, YaCTUUHO

dBTOMATU3HUPYET 3THU IIPOLECChI.

3HaTh: OCHOBHEIE KpI/IHTOFpad)I/IIJECKI/Ie METOAbI, dJITOPUTMBI,
TIPOTOKOJIBI, UCIIOJ/Ib3yeMblI€ OJId 3alllUThI I/IHCl)OpMaL[I/II/I B aB-
TOMATHU3UPOBAHHBIX CUCTEMAX.

YMmetTh: KJIaCCI/Id)I/IL[I/IPOBaTb OCHOBHBI€ YT'DO3bI 6e30macHOCTH
I/IHd)OpMaL[I/II/I " MOJeJ/IM HapYLINTEJ/IA B aBTOMdTH3WPOBAHHBIX

CrUcCTeMax.

[leMOHCTpUpyeT 3HaHHe OCHOB KOM-

HL}OTepHOﬁ 6e3OHaCHOCTI/I, a/IrOpUT-

3HaTh: OCHOBHLIE KpuIiTor PBQ)I/I‘—IGCKI/IE METOAbI, dJITOPUTMBI,

IMPOTOKO/JIbI, UCITOJ/Ib3YyeMbIE [JId 3allJUThI I/IH(i)OpMaL[I/II/I B aB-




KO]I[ KOMIIeTeHIIUHn

HaumeHoBaHue

KOMIIeTeHI{ U

I/IHAI/IKaTOPBI AOCTH)KEeHHUA

KOMIIeTeHI{uHn

Pe3ynbrarhl 00ydyeHusi (YMEeHHUS U 3HAHHA), COOTHECEHHbIe

C HHAUKATOPaMHU JOCTH)XE€HUA KOMIIETEHLIUN

MOB IM(POBaHUs, XeIIUPOBaHUs, TIO-
HSTUN ayTeHTU(UKAL[UH, aBTOPU3a-
LIMH, IU(PPOBBIX CepTU(UKATOB, MPO-
TOKOJIOB Oe30TacHOM TepeJaun

JlaHHBIX.

TOMaTH3UPOBaHHbIX CUCTEMaX.
YMeTb: KOHTPO/IMPOBATh 3(P(PeKTUBHOCTb MPUHATHIX Mep 10
peanu3aliy MOMMTUK 6e30macHOCTH MH(GOPMAL aBTOMAaTH-

3UPOBAHHBIX CUCTEM.




3. MecTo JUCHHUIUITMHBI B CTPYKType 00pa30oBaTe/IbHO# MPOrPaMMbI

MuctmrmmHa « OCHOBBI MHGOPMAI[MOHHOM 0e301TaCHOCTH» OTHOCUTCS K

«Ob1edakynsTeTCKOMY (TIPeANPOPUIEHOMY) LIUKITY».

4. O0beM JUCHMIUIMHBI (MOJyY/is1) B 3a4eTHBIX €AMHHUIIAX M B aKafleMHYeCKHUX

yacax C BbIie/IeHHEM 00beMa ayAMTOPHON (/IEKIMH, CEMHUHAPhI) U CaMOCTOSITe/TLHOU

padoThI 00yUarOIUXCS

04HO-3a0uHast (hopma 00ydeHust

Bup yueOHo# padoThI M0 AMCIUIIIHHE Bcero (B 3/e n Cemectp 3 (B

yacax) yacax)

OO0I111asA TPYA0EMKOCTh JUCIUTTHHBI 4/144 144

Konmakmmas paboma — AyoumopHbie 34 34

3aHsamus

Jlekyuu 16 16

CeMuHapbl, npakmuyeckue 3aHamus 18 18

CamocmosimenbHasi paboma 110 110

By Texkyiero KOHTposis KoHTposbHas KoHTposbHas
pabota pabota

By npome)XyTouHOU arTecTanyy OK3aMeH OK3aMeH




5. CopepxaHue [JUCIUIUIMHBI, CTPYKTypHpPOBaHHOe MO0 TemaMm (pa3jesiam)
AVCOMILIHHBI C YKa3aHHEM UX 00heMOB (B aKaJeMHYeCKHX Yacax) U BHJAOB y4eOHBIX

3aHATHA

5.1. CopepxaHue JUCHUILIMHBI

Tema 1. TocygapcTBeHHass mMOJMMTHKA B 00acTH  HWH(OPMALMOHHOM

0e30MacHOCTH B CHCTeMe HallHOHA/ILHOH 0e30IacHOCTH

[ToHsITHIHBIM arrapaT ¥ 0CHOBLI TEPMUHOJIOTMU MH(OPMAL[MOHHOW U HallMOHATbHOM
6e3omacHocTy. Bupl HalloHa/IbHOUM 6e30macHOCTH, KpaTKasi XapakTepucTuka. CUCTeMHbIe
CBsi31 MH(POPMALIMOHHOM 6e30TmacHOCTH C APYTMMHU BHIaMU HaIlMOHA/bHOM 0e30TacHOCTH.
HaryioHambHbIE UHTEPEChI TMUHOCTH, 00II[eCTBa ¥ TOCYjapCcTBa B MHMOPMAI[MOHHOU cdepe.
OcHOBHbIe HalpaB/ieHUs peanu3alid  WHGOPMAI[MOHHOTO  CyBepeHHMTeTa  Poccum.
[ocynapcTBeHHbIe opraHbl oOecrieueHUst HH(GOPMAIIMOHHOW Oe3oracHoCTU. [IpropuTeTHbIE
HampaBieHuss W TipobreMbl obecrieueHus: WHGOOPMAIMOHHONW 06€30TaCHOCTH B YCIOBUSIX
“HGbOpPMaIIMOHHOTO  TIpoTUBOOOpCcTBa. OCHOBHBIE HOPMaTWBHbIE aKThl B 00/1aCcTH

obecrieueHust THHOPMAL[MOHHOW 6€30MacHOCTH.

Tema 2. UndopManiioHHbIE YA3BHMOCTH 00HeKTOB M Yrpo3bl HH(GOPMAI{MOHHOMH

0e30macHOCTH

AHTpOMoreHHble UH(QOPMAL[MOHHbIE YSI3BUMOCTHU. TeXHOreHHble MH(OPMaLMOHHbIE
ysa3BUMOCTU. OpraHu3aljMOHHO-TIPABOBble U KOMOWHMpOBaHHble  HMH(OPMAaLMOHHbIE
YA3BUMOCTU. OH/IOTEHHble U 5K30T€HHble, AHTPOIOreHHble U TeXHOTeHHbIe YIPO3bI
WHPOPMAI[MOHHOM  6e30MacHOCTH. YTPO3bl  KOHQHAEHIMATbHOCTH, LIeJIOCTHOCTH U
JocTyrHocTy nHpopMarun. Knaccudukaims yrpo3 nHpopMaljioHHol 6e3omacHocty. basa

JaHHBIX yrpo3 nHdopmaruonHoi 6e3omnacHoctd ®CTIK Poccum.

Tema 3. CoBpeMeHHble HWHHOBALMOHHBIE TEXHOJIOTMU: IIpeuMyLiecTBa H

COMd/IbHBIE ITOC/1eCTBUA

OpranusalioHHO-IIPAaBOBbIe cpencTBa obecrieueHus VH(OpPMaLMOHHOU
Ge3omacHOCTH, KaTeropupoBaHue WHGOPMAI[M, AOMYCK M [JOCTYN K WH(POPMAlMOHHBIM
pecypcam. OcHOBHbIe (aKTOpbI, CIIOCOOCTBYIOIME B HACTOsIlee BpPeMs TOBBIIIEHUIO
ysi3Bumocty uH@opmaruu B UC u U'TKC. O630p KOMIbIOTEPHBIX TpecTyrieHnit B Poccun
U B mupe. basoBble WHHOBALMOHHBIE TexHosoruu XXI Beka. HeraruBHbIe acIeKTshl,
BO3HMKAIOLMie C pa3sBUTHEM COBPEMEHHBIX TEeXHOJOTUH U TI0o0anbHBIX CceTeld U
OTpHUL[aTe/lbHO BWsOIIMe Ha o0ijecTBo. OCHOBHbIE THUIbI WHTEPHET-3aBUCHMOCTH.

ba3zoBrie WHTEPHET-PUCKH [JIsd ,EI;ETeI\/’I. HeratuBHOoe BusHUE rapkeTOB Ha MBIIJIEHHEe



yeoBeKa. OCHOBHbBIE CUMITTOMBI COHH&HBHOﬁ 3dBUCHMMOCTH OT COHCET@ﬁ. BiusiHrie oTMeHBI

IIMCbMd Hd 3THOC M JIMYHOCTHBIE KaYeCTBad Ue/IOBeKd.

Tema 4. Conua/IbHBIA aceKT HUCC/Ie0BaHusl MPod/ieM 3amMThl HHpoOpManmu ¢

yuéToM yrpo3 HH(popMaIHOHHO¥ 0e30MacCHOCTH

Crparerusi u KOHLeNusi 3aiuThl WHGopMauuu. @dopMupoBaHUe TMOIUTUKU
obecrieueHusi ”HPOPMaIIMOHHOM Ge3omacHOCTU. ba3oBbie yrpo3bl 6e30MacHOCTH JIMUHOCTH.
OcHOBHBIe TIpaBa TrocyjapcTBa /s obecriedeHusi Oe3omacHOCTH Tpak[aH. ba3oBbiid
MeTOAWYEeCKUH TIOAXOA K u3yueHuro 1pobsem MB. OcHOBHbIe (YHKI[MM OPTaHOB CHUCTEMBI
Wb. ba3oBbie CTPYKTypHble KOMIIOHeHTbl cucteMbl WMB. OcHoBHble (haKTOpHI,
BO3ZIEMCTBYIOL[Me Ha WH(POPMALMOHHYIO 0e30MacHOCTb KaK COLMaZbHYI CHUCTEMY.
ConuanbHbli MOAXO[, K 3aliUTe MH(OPMaLMK Kak CpPeCTBO MeTO[0JIOTMUeCKOro aHasu3a

“H(}OPMAaLIMOHHOM 6e301acHOCTH

Tema 5. OOmpe BOMPOCHI OPraHU3alUM CHCTEMbI 3alUThl WH(poOpManuu B

OousHece

TexHWueckue, TIPaBOBble W OpraHW3al[iOHHbIE MeTOAbl W CPEACTBA 3allUTHI
vHbopMary. 3aluTa OT HeraTUBHOTO Bo3xelcTBUs. TpebGoBaHMS 3aKOHO/ATE/HLCTBA 10
obecrnieueHnt0 GecriepeOOMHOCTH (HYHKIIMOHUPOBAHUSI CHCTEM W HETIPEepPhIBHOCTH OW3Heca.
CraHzgapTbl W Jyulllde TIPAKTUKU obecrieueHHsi HempepbIBHOCTU OusHeca. Ilokasarenu
becriepeboiiHOCTH  (DYHKIIMOHUDOBaHWS ~ CUCTeM. ba3oBble  QYHKIMHA  CUCTEMBI
MH(OPMAaLIMOHHOTO TIPOTUBO/elicTBUsA. CucTeMa MepOIpUSATHN MO 3alllUuTe JIMYHOCTU U
coljiymMa OT  WH(OPMAILMOHHO-TICUX0/IOTHUeCKUX  omepaiuid.  CriocoObl  CcphiBa
MH(POPMALIMOHHO-TICUXO0JIOTUYeCKOTO BO3/IeMCTBUS TPOTHBHMKA Ha COL[Ma/IbHblEe CUCTEMBI
busHeca. ba3oBbie 3Tarbl JIMKBUAALMK TIOC/IEACTBUNM WH(OPMALMOHHO-TICUXO0/IOTHYE CKUX
orepaliuii  npotvBHUKa. OCHOBHble  HarpaBleHUs  JOCTWKeHUs 3¢ deKTUBHOU
MH(OPMALIMOHHOW  3alllUThl  COI[MATbHBIX CUCTeM U MpeAnpusTuil. MHAMKATOPbI

MaHUIY/ISITUBHOTO MH(OPMALIMOHHOTO BO3/I€CTBUS Ha Cy KallUX.



5.2. Yue0OHO — TeMaTUUeCKUH IIJIaH

OuHo-3a04Hast hopMa o0OyUeHust

n/ HaumeHoBaHue Tem TpyaoeMKOCTB B yacax
n (pa3paesioB) JUCHMILTUHBI @
KonTakTHasi padora - AyguTopHasi ~
abora '8
P =9
®
o z
e 2
g O6mas, | JIekuuu CeMuHapsbl, 5
=
B T.U.: npaKTHyecKue 3
=
3aHATUA 9
=
<
@)
1 | l'ocymapcTBeHHas IOTMTUKA 26 4 2 2 22
B 06/1acTi MH(OPMALIMOHHOM
6e30MacHOCTH B CUCTEMe
HalMOHAJIbLHOM
6e3omacHoCTH
2 | ndopmalioHHbIe 28 6 2 4 22
ySI3BUMOCTH 0OBEKTOB U
yIpo3bl HH(POPMaLOHHOMN
6e3omacHoCTH
3 | CoBpeMeHHbIe 30 8 4 4 22
VHHOBALIMOHHbIE
TeXHOJIOTUU: TIPeUMYyIIiecTBa
Y COLMaJIbHBIe M0C/Ie/ICTBUS
4 | Cora/ibHbIM acrekT 30 8 4 4 22
ucciiefioBaHus mpobieM
3allUThI MH(OPMAaL1H C
YU€TOM yrpo3
MH(pOpPMaLIMOHHOM
6e30macHOCTH
5 | O61me BONpOChHI 30 8 4 4 22
OpraHu3aliii CUCTEeMbI
3al[UThl MH(OPMAaLIUU B
busHece




n/

HauMeHoBaHue TeM

(pa3aesioB) JUCHMILUTAHBI

TpyaoeMkocTh B yacax

KoHTakTHas padora - AyquropHasi

5
=
=

oora ‘g

pa 8

=

c

: :
g Oomas, | JIeKuuu CeMuHaphblI, 5
B T.4.: npaKTuyeckKue E
3aHATHUA §

=

c

©)
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5.3. Copep)xaHue CeMUHAPOB, MPAKTUYECKUX 3aHATUH

HaumMmeHnoBaHue TeM

(pa3paesnoB) AUCHUNIMHBI

ITepeueHb BONPOCOB /I/Isl 00CY)K/IeHHs HA CEeMUHAapax,

NPAKTHYECKHUX 3dHATHAX

@®opMbI IPOBe/ieHNs 3aHATHI

l'ocynapcTBeHHas 1oIMTHKA B
obsacTt “THGOPMAIMOHHOM
0€e30MacHOCTH B CUCTEME

HaIMOHA/ILHOU 0e30TIaCHOCTH

HauyioHanbHble  WHTEpeChl  JIMUHOCTH,  OOIjectsa U
rocysapcTBa B UHQopmaloHHoU cdepe. ['ocymapcTBeHHbIe
opranbl obecrieyeHusi HMH(GOPMALIOHHOW 0e30TMacHOCTH.

[TpuopuTteTHbIe HampaB/ieHUss U TMPoOIeMbl 0bOecreyeHus

MH(POPMaL[MOHHOU 6e3omacHOCTH B YCJIOBUSIX
MH(OPMALIMOHHOTO TIPOTUBOOOPCTBA. OcCHOBHbI®
HODMaTHBHbIE aKTBI B obmactu obecrnieueHust

nH(pOpMaLIMOHHOM 6e30MacHOCTH.

0TpoC 00yYaroIMXCsl, TPYIIIOBbIe AUCKYCCHA

VHdopmalioHHbIe
ySI3BUMOCTH O0OBEKTOB U
yrpo3bl UHGOPMAaLIMOHHOM

0e301acHOCTU

OH/IoTeHHbIe U 9K30TeHHbIe, aHTPOTIOTeHHbIe U TeXHOTeHHbIe
yrpo3bl MH(POPMAI[MOHHOW 0e30MacHOCTH, KJaccuduKarusi.
Yrpo3bl KOHGUAEHL[MAIbHOCTH, 1[eIOCTHOCTU U JJOCTYTTHOCTU

uHdpopmaruu. CucteMHast KjacCUUKalusi yrpos.

orpoc 00yYaroL[uXcsi, TPYIIOBbIe JUCKYCCHUU

CoBpemeHHbIe
VHHOBALMOHHBIE TeXHOJIOTUU:
NIperMylecTBa U COLMaIbHbIe

nocjaenCcrBua

O0630p KOMITBIOTEPHBIX TMpecTyIieHud B Poccuu U B Mupe.
baszoBble = vHHOBaLMOHHbIe  TexHojnoruu  XXI  Beka.
HerartuBHble  acrekTsl, BO3HMKAlOLMe C  pa3sBUTHEM
COBPEMEHHBIX TEeXHOMOTUHA U  TI00anbHBIX CeTel W
OTpULaTe/IbHO BUMsifOIMe Ha 00mecTBo. OCHOBHBIE THITBI
VIHTepHeT-3aBUCUMOCTH. [IporpaMMHo-annapaTrHbele CpeZCcTBa

obecrieuenysi HHGHOPMAL[IOHHOM 6e30MacHOCTH.

orpoc 00yyYaroImxcsi, FPYIIOBbIe AUCKYCCHA

ColManbHbIN acIiekT

HncciaeqoBaHusA Hp06ﬂeM

Crpateruss 4 KOHLeMNUUsA  3allUThl  MHGOpMaLUH.

q)OpMI/IPOBaHI/Ie TTOJINTUKK  00ecIieueHust HHQ)OpMaHHOHHOﬁ

1

OIpOC 00YYarOIIUXCsl, TPYIOBbIe JUCKYCCUU




HaumeHoBaHMe TeM

(pa3paesnoB) AUCHUNIMHBI

IlepeyeHb BOIIPOCOB /i/isi 00CY)K/IeHHsI HA CeMHUHapax,

NPAKTHYECKHUX 3dHATHAX

®opmMbl NIpOBeieHUs 3aHATHI

3aIUThI MH(OPMALIUK C
Y4YETOM yrpo3
MH(POPMaLMOHHOU

0e30macHOCTH

Ge3omacHocT. Ba3oBbie yrpossl 6e30mMacHOCTH JIMYHOCTH.
OcHOBHBIE ~ TIpaBa  rocyiapcTBa [y obecrieueHUs
0e30macHOCTH TpakAaH. ba3oBbIi METOAWYECKUM MOAXO0[ K
u3yyeHutro npobnem WB. OcHOBHBIE (QYHKIWM OpPraHOB
cuctembl V1B, ba3oBble CTPyKTypHble KOMIIOHEHTHI CHCTEMBI
Ub.

OO011[1e BOMPOCHI
OpraHu3aly CUCTEMBI
3alUThl UHGOPMaLIUU B

ousHece

TpeboBanust 3aKOHOZATeTbCTBA 1o obecrieueHuo
Oecriepe6OHHOCTH (bYHKIIMOHHUPOBaHUS CUCTEM u
HerpepbIBHOCTH Ou3Heca. CTaHAAPTHI W JIyUllie TMPaKTUKU
obecrieueHrs1 HernpepbIBHOCTH Ou3Heca. CriocoObl CphiBa
HMH(OpMaI[MOHHO-TICUX0/I0THYeCKOTO BO3/1eliCTBUSI
TIPOTUBHHMKA Ha COL[Ma/IbHbIe CUCTeMbI On3Heca. IHIUKaToOphI

MaHUMY/IATUBHOTO  MH(OPMALIMOHHOTO  BO3/€MCTBUS  HA

CITy>KaluX.

orpoc 00yYaroL[uXcsi, TPYIIOBbIe JUCKYCCHU
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6. IlepeuyeHb yueOHO-MeTOAMUYECKOTO O00eCedeHHUsI A/ CaMOCTOATe/TbHOM Pad0ThI 00yYAIOIUXCA 10 AUCIUTITHHE

6.1. ITepeyeHb BOTIPOCOB, OTBOAUMBIX HAa CAMOCTOSITE/IbHOE OCBOEHHE JUCHUILINHBI, ()OPMbI BHeayJUTOPHOH CaMOCTOSTe/IbHOH PadoThI

HaumeHoBaHue TeMm

(pa3jesnioB) AMCHMIIIMHBI

HEPE'-IEHI) BOIIPOCOB, 0OTBOAUMBIX Hd CAMOCTOATE/IbHOE

ocBoeHue

®opmMbI BHEAyAUTOPHOH CaMOCTOATE/TLHOM PadoThI

TocymapcTBeHHasi TOJTIUTHKA B
obacty UHGOPMAITMOHHOM
0e30MacHOCTH B CUCTEME

HaHHOHaﬂbHOﬁ 0e301acHOCTH

TocynapcTBeHHble opraHbl obecrieueHyss WHGOPMALIMOHHOM
6e3oriacHocTH. [IpuopuTeTHbIE HarpaBlAeHUs U TIPOOJIEeMBI
obecrieueHrsi UHPOPMAIIMOHHOW 0e301MacCHOCTH B YCJIOBUSIX

HH(GOPMaI[MOHHOTO IMPOTHBOOOPCTBA

- pabora c yueGHOM, HayYHOU 1 CIPaBOYHOM JIUTepaTypowu;
- KOHCTIEKT;
- TIOZITOTOBKA COOOIIeHuii TI0 TeMe;

- BBIIIOJIHEHH e yqe6Horo 3d/laHudA

NudopmaijioHHbIe
YSI3BUMOCTH O0BEKTOB U
yrpo3bl MH(OPMaL[MOHHON

0e301acHOCTU

SH,Z[OFEHHBIE M 5K30I'€eHHbIe, dHTPOIIOIreHHbI€ M TeXHOI'€HHbIe

yrpo3bl UHGOPMAIIMOHHOM 6e30MacHOCTH, K/IacCU(UKALIUs

- pabora ¢ yueOHOI, HayYHOU 1 CIIPaBOYHOM JTUTEPATyPOH;
- KOHCTIEKT;
- TTIO/ITOTOBKA COOOITIeHHH T10 TEME;

- BBITIOJIHEHIE Y‘IEGHOFO 3a/laHudA

CoBpemeHHbIe
MHHOBALIMOHHbIE TEXHOJIOTUU:
MpeuMylllecTBa U COLMa/IbHbIe

MOC/IeICTBUS

HeratuBHoe BausHUE ra>keToB Hd MBbIIIIJIEHHE 4Ye/I0BeKd.

OcHOBHEBIE CHUMIITOMBI COHH&HLHOﬁ 3dBUCHUMOCTH oT

corceTeli. ba3oBble MHTEPHET-PUCKU /151 leTel.

- pabota ¢ yueOHOIA, HayYHOU U CTIPaBOYHOM JINTEPATyPOii;
- KOHCIIEKT;
- TIOATOTOBKA COOOIIIEeHHH TI0 TeMe;

- BBIIIOJIHEHH e y‘IE6H01"O 3d/iaHUA

ColmanbHbIN aclekT
WCCIeJOBaHUs TTpoOieM
3alUThl HTHGOPMALMH C
YU4ETOM yIrpo3
HMH(OpMaI[MOHHOU

0e301acHOCTU

OcCHOBHBIE (hakTopsl, BO3ZIeMCTBYHOIIIME Ha
WH(POPMAaLMOHHYI0 6e30MacHOCTh KaK COL[UA/IbHYH) CHUCTEMY.
CoumanbHbIM TOAXOA K 3aiiure WHGOpPMAIMA Kak CpPe/iCTBO
METO/I0J/IOTHYe CKOTO

aHaM3a rMH(OpMaI[MOHHOU

0e30r1acHoCTu

- pabora ¢ yue6HO, HayYHOU 1 CIIPaBOYHOM JTUTEPATyPOH;
- KOHCTIEKT;
- ITO/ITOTOBKA COOOIIIeHHH T10 TeME;

- BBITIOJIHEHIE Y‘IE6HOFO 3a/iaHudAa
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HaumeHoBaHMe TeM

Hepeqeﬂb BOIIPOCOB, OTBOAUMBIX Hd CAMOCTOATE/IbHOE

®opMBbI BHEAYJUTOPHOM CaMOCTOATE/ILHOW PabdoThI

(pa3aesioB) AMCIMILIMHBI 0CBOeHHe
OO011e BOMPOCHI TpeboBanust 3aKOHO/IaTe/TbCTBa 1o obecrieyeHuto | - pabora ¢ yueOHOM, HAyYHOU M CIIPABOYHOM JTUTEPATYPOH;
OpraHU3aLUK CUCTEMBI becriepeboiiHOCTH (YHKLMOHUPOBAHHUS CUCTEM U | - KOHCIIEKT;

3alUThl MHGOpPMAIUU B

OusHece

HerpepbIBHOCTH OusHeca. CTaHJapThl W JIyUlllde MPAKTUKU
obecrieueHrsi HerpepbIBHOCTH OusHeca. ba3oBble 3taribl
JMKBUJALIAN TIOC/IeZICTBUM uH(pOpMaLIMOHHO-
TICUXOJIOTUYEeCKUX  Ofepalid  MpOTHBHHKA. OCHOBHBIE
Harmpae/ieHus1 A0CTKeHUs1 3¢ (deKTUBHON MH(POPMALIMOHHOM

3aL[UThI COLIMAIBHBIX CUCTEM U TIPeJTIPUSTUM.

- TTO/ITOTOBKA COOOIIIeHHH T10 TEME;

- BBITIOJIHEHIE y‘-IE6HOFO 3adHHA

14




6.2. IlepeueHb BONIPOCOB, 3a/iaHUM, TeM /ISl IOATOTOBKHU K TeKyIll[eMy KOHTPOJII0

[IprumepHBIe TeMbI KOHTPOJIBHBIX PabOT:

O© 00 N O Ul A W N -

_ k=
N = O

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.

28.

29.

30.
31.

. OcHoBBI 00ecrieueHHst THHOOPMAIMOHHOM Oe301MacHOCTH B OaHKax

. OcobenHocTH 0b6ecreueHrst ”HPOPMAIIMOHHOM 6e30T1aCHOCTH B COL[MA/IBHBIX CETSIX
. IudopmarrionHasi 6€30macHOCTh rocyapCTBa

. MudopmarmonHas 6e30macHOCTh U(pOBoi IKOHOMUKH Poccuu

. UadopmarrionHoe obecrieueHre AesTebHOCTHA OPraHOB TOCYAAPCTBEHHOMN B/IaCTU
. Ucrounnku yrpo3 6e30macHOCTH MePCOHA/TBHBIX JAHHBIX

. VPN — BupryanbHble yaCTHbIe CeTU

. AIMUHUCTPAaTUBHO-TIPABOBasi OTBETCTBEHHOCTh B MH(OpMaL[MOHHOM chepe

. be3onacHoCTh B UHTEpHeTe

. be3onacHocTh BeO-nipuioyKeHu

. locynapcTBeHHasi cvcTeMa 3alluThbl MHpopMauuu B Poccuun

. TocynapcTBeHHast cuctemMa oOHapy>KeHUsI, TIPeyTPEXXIeHUs Y TUKBUAALTN

nocaeACcTBUM KoMNbloTepHbIX atak (I'ocCOITKA)
['pakaHCKO-TIpPAaBOBasi OTBETCTBEHHOCTh B MHGOpMaI[MOHHOMU cdepe
Ennnas 6uomerpuueckas cucreMa (EBC) gaHHBIX KIMEHTOB OAaHKOB
3aruTa “HGOPMAaI[MOHHOM cpe/bl OH3Heca OT KHUOepIipeCTyIIeHHH
3aiura KOMMepueCcKOr TalHbl KOMITaHUN

3aiiuta KoHpUIeHIIMaIbHOW UH(OPMAaIUKM OT BHYTPEHHUX YTIPO3
3auura repCcoHa’/ibHbIX JaHHbIX B Poccuun

Vimriopro3amerrieHre B cepe HHOOPMALIMOHHOM 6€3011acHOCTH

Kak 3710yMbI111/IeHHUKYA BOPYIOT ZlaHHbIe C TIOMOIIIbI0 COLIMATbHOM UH)KeHepUU
Kak paboraeT coBpeMeHHbIN BeO-(MHUIIIIHT

Kak paboratoT BpeZioHOCHBIe Be6-CaliThI

KubepripecTynmHOCTb B MUpe

KubepripecTynmHOCTb ¥ KHOEPKOH(TUKTBI

Krnaccuueckue (aiiioBbie BUPYChI

Kpunrorpagus

Mephbl roCy1apCTBEHHOTO KOHTPOJISI B 00/1aCcTH 0becreueHyst 6€301acHOCTH
KrbepHeTHUe CKOW WHhOpMariu

MecTto nH(pOpMaIMOHHOM 6€30MaCHOCTH B CTPAaTervy Hal[MOHATbHOMN
6e3omacHocty Poccuiickoii @esepariuu

HarmoHanbHast 6nomeTpryeckast riatropma

OcCHOBHbIE KaHaJIbl yTeUKU UH(OPMALIUU B KOMIIaHUU

OcHOBHbIe yTpo3bl THPOPMAIIMOHHOM 6€301acHOCTH
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32. TloBbIIIeHHe 0CBeJOM/IEHHOCTH COTPYIHUKOB KOMITAaHUU: BKJIa/| B 0€30MMacHOCTD
KOMIaHUH

33. IloHsATHe TPaBOBOrO pe)kxMMa MH(OpMaLn

34. TToHsiTHs UH(POPMaLIMKU U UH(GOPMALIMOHHBIX PeCypCOB B 3aKOHO/aTe/IbCTBe

35. [Totepu 6aHKOB OT KUOEpIipeCcTyITHOCTH

36. T1paBo rpaxkiaH Ha AOCTYI K MHGOpMaLuu

37. IlInuoHCKKe MporpaMMbl — HOBOE OPY>KUe [I7Isi MeXK/[yHapOIHOTO KUOepIIoHaXKa

38. IIpaBoBas 3aiuTa uHhopMaLu1

39. TlpaBoBoii pexxuM nHGOpPMaL1K, COCTAB/ISAOLLIEN TOCyapCTBEHHYIO TaliHy

40. IIpaBoBOY peXXUM KOMMepPUeCKOW TalHbI

41. IIpaBoBOM pe>XXUM TTepCOHATbHBIX JAaHHBIX

42. TlpepotBpailieHus: yreuek uHdopmariyu (DLP)

43. Tlpectyrienus: B uHGoOpMaLMOHHOMU cdepe

44. TIpodeccroHanbHas U CTy>keOHast TaliHa B PO

45. Coop nH(pOpMaI[UU U3 OTKPBITHIX UCTOUHUKOB — KaK BUJAT BaC MOTEHIUA/IbHbIE
3/I0yMBILLIJIEHHUKA?

46. CucrtemMa pe3epBHOI0 KOIIMPOBAHUS

47. CucteMbl ayTeHTU(UKALUU

48. CoBpeMeHHas 3aiyTa MTHPOPMaIMOHHOM Ge3omacHoCTH B Poccun: npobieMsl 1
HarpaB/ieHUsl Pa3BUTHS

49. Copep>kaHue MpaBOBOTO peXkuma UH(PpopMaLuu

50. Crparerust HaljoHabHOM 6e3omacHocTH Poccutickoit deneparium

51. YrosioBHO-TIpaBOBasi 0TBETCTBEHHOCTh B MH(OPMaLIMOHHOM cdepe

52. lleH3ypa (KOoHTpoJ/ib) B UHTepHeTe. OnbIT Kutas

53. Urto coboii npezacrapasger DDoS-araka

Kputepun 6a/iibHOM OLIEHKM pa3/M4HbIX (POPM TeKYIlero KOHTPOJISi yCIieBaeMOCTH

CoZiepKaTcsi B COOTBETCTBYIOLLMX METOAUUeCKUX PeKOMeHZALUsIX Kadepbl.
JonoHuTe/bHas uHGopManus

[TprMepHbIi epeueHb BOMIPOCOB K MMCbMEHHOM paboTe 10 JUCLIUIITUHE:

1. Kakue wu3BecTHbl TOAXOAbl K KaaccuuKalyyd yrpo3 0e30rmacHOCTH
uH(popmaLuu?
2. KakoBbl ~ OCHOBHbIe TMPUHLMIMbBI  3alMThl  WHGPOPMALIMKA  OT

HeCaHKLIMOHUPOBAHHOTIO A0CTyIa? B yem 3ak/itouaeTcst CyThb KaXA0ro U3 HUX?

3. HatiTe onpefeneHus uaeHTU(MUKALMA U ayTeHTHU(MUKAI[MX T10/Ib30BaTesieil. B
yeM pasHHULIa MeXXJy ITUMU [OHATHUAMU?

4. Ha3zoBute ocHOBHbIe CrIOCOObI ayTeHTHGHMKaK. Kakoil u3 3THUX criocoboB

SIBJISIeTCS, TI0-BallieMy, HaruOosiee 3pGeKTUBHBIM?
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5. Uro wusyuaroT KpunTorpadus, KpuWITOaHa/nvW3 W Kpunrojorusi? [laiite
onpejeneHusi 3TUM HayKaM.

6. Kakue MeTozbl KpUNTOrpauueCcKoro 3akpbiTis UHGOPMaLMK Bbl 3HaeTe? B uem
pasHHLia MeXy [KU(PPOoBaHUEM U KOAUPOBAaHUEM?

7. PackpouTe OCHOBHOE COAep)KaHue aJrOpUTMa 371eKTPOHHOU MOAIUCH

8. OxapakTepu3yiiTe OCHOBHble (pa3bl, B KOTOPBIX MOJKET CyllleCTBOBaTh
KOMITbIOTEPHbIN BUPYC

9. [aliTe ompesesieHye TIOHATUIO «TeXHWUECKWN KaHa/l yTeuku WH(OpMalin».
Ha3oBuTe 0CHOBHBIE BU/bl TEXHAUYECKUX KaHA/IOB

10. Ha3oBuTe M3BeCTHBIE METO/BI U CPEeJCTBA KOHTPOJISI aKyCTHUUeCKON HH(OpMaLuu

11. TlpuBeguTe Wu3BECTHble METOJbI 3alUThl OT YTeUKU UHGPOPMALIUM MO
aKycThuyeckomy KaHamy. [lompoOyiiTe cpaBHUTB, MCIO/B3Ys KpuTepui «3((eKTUBHOCTH /
CTOUMOCTb»

12. 3amura (aiisioB: Kak 3alluTUTh AOKyMeHT Excel oT u3meHeHMi (3aliljydTa JMCTa VS
KHUTH, MIAapOJIN), CO3/jaTh Pe3ePBHYIO KOIUI0?

13. YHuutoxeHve wuHboOpMaluu: MeToAbl HaZEXKHOTO YHUUTOXKEHMSI [JaHHBIX C
HOCHUTeJIer

14. TIporokombl OGe3omacHocT: Kak paboraer TLS-pykomokarue [jsi 3alfuThl

uHTepHeT-coeuHenur (HTTPS)?
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7. DOHJ OLIEHOYHBIX CPEACTB /ISl MPOBe/eHUA MPOMEKYTOYHOM aTTeCTal[uy 00yJYaroUXcs 1Mo JUCHUIUIHHE

[TepeueHb KOMITETEHIIMM C YKa3aHWEM WHAWKATOPOB WX [JOCTYPKEHWS B TIPOL[eCCe OCBOeHUsI 00pa3oBaTe/lbHON IMPOrpaMMbl COZIEP)KUTCS B

pazgene 2. «IlepeueHb naaHupyembiX pe3yibmamos 0ceoeHus 06pazoeamenbHOlU npo2pammbl (nepeueHb KoMnemeHyull) ¢ ykasaHuem uHOUKamopos ux

0ocmudiceHuUsl U NAaHUpyemblX pe3yabmamos ofyueHust no OuCyunauHe».

TunoBsbie KOHTPOJ/IbHbIE 3da/idHUA W/IN HHbIE€ MdTepPHdJIbI, HGOGXO,HI/IMBIE AJIA O€éHKH HHAUKATOPOB A0CTH)KEHUA KOMHETBHHI’Iﬁ, yMEHHﬁ

Y 3HAHUU
HaumenoBa- | HaumeHoBaHMe UH- Pe3ynbrarsl 00yuye- TunoBbie KOHTPOJ/IbHBIE 3ajaHUSA
HHe AMKAaTOPOB OCTI)Ke- | HUSA (YMeHMA U 3Ha-
KOMIIeTeHIIH | HHA KOMIeTeHIUH | HHUsA), COOTHeCeHHbIe
C MHUKATOpaMH J10-
CTH)KeHHUA
KOMIIeTeHLINH
[TKH-2. Crio- | BriazieeT o6beKTHO- 3Harb: [IpuHLMTBI Op- | 3afaHue: BeIOepUTe OfHY M3 MPeAJIOKeHHBIX HIDKE TeM M MPOBEAUTE CaMOCTOSITeNbHBIN T10-

COOHOCTB pa3s-
pabaTbIBaTh
aJITOPUTMBI U
MIPOrpaMMBbI C
HICTI0/Th30Ba-
HHEM COBpe-
MEHHBIX TeX-
HOJIOTUH
MIPOrpaMMHpO-

BaHUA

OpPHEeHTHPOBaHHBIM
SI3bIKOM ITPOrPaMMHPO-
BaHMs Ha YPOBHe 3Ha-
HUSI CHHTaKCHCa U ce-
MaHTHKH, OCHOB CTaH-

JapTHOU OUOMOTEKH.

raHu3alyy U CTPyK-
TYPY CHUCTEM 3allUThI
MporpaMMHOT0 0bec-
reyeHurs1 aBTOMaTU3U-
POBAHHBIX CHUCTEM.
Ymern: ®opMUpoBaTh
MOJUTUKY Ge30macHo-
CTU TIPOTPaMMHBIX
KOMITIOHEHTOB aBTOMa-
THU3UPOBaHHbIX

CUCTEeM.

WCK HeoOxoauMol MH(GOpPMaI B OTKPBITHIX UCTOUHHMKAX ceTu VHTepHet. [loarotoBere OT-
yeT O pe3yJ/ibTaTax Balllero UCC/e0BaHus, BK/IOYast CChIZIKM Ha UCI0/Ib30BaHHbIE PeCYpChI.

BribepuTe ofHy TeMy U3 CITUCKA HIKE:

1. O6ocHOBaHKe HEOOXOAUMOCTH MO/lepHU3aL[uM (M3MeHeHre 3aKOHOAATe/IbCTBA, HO-
Bbl€ YIPO3bl, Pa3BUTHE aBTOMAaTH3UPOBAHHOM CUCTEMBI).
2. OrjeHka cootBeTcTBUS TpeboBaHusM perynsTopoB (ITpukaset PCTOK, OCB).

3. Pa3paboTKa rjiaHa MeporpuUsiTUiA TI0 peau3alvu (3Tarbl, CDOKH, OTBETCTBEHHbIE).
TpebOoBaHMs K BBITTOJTHEHUIO 3a/]aHMS:

1. Beibepute uHTepecyrolyto Bac Temy u copMmyaupyiiTe 1ie/ib UCCIeI0BaHUS.
2. HaiiguTte y u3yunTe MUHUMYM TPH Ha/le)KHBIX OTKPBITBIX NCTOYHUKA UH(OpPMaLUr

T10 Bailleii Teme.
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HaumeHoBa-
HHe

KOMIIeTeHI{uHN

HaumeHoBaHUe HH-
AUKATOPOB A0CTHIKE-

HHUA KOMIIeTeHIUHn

Pe3ynbrars! 00yue-
HMA (YMeHHA U 3Ha-
HHUA), COOTHeCeHHbIe
C MHAMKATOpaMH /0-
CTH)KeHUA

KOMIIeTeHI{uHn

TunosBblie KOHTPOJIbHbIE 3d/JdHUA

3. IlpescTaBbTe NOMyUYeHHbIe pe3y/bTaThl B CTPYKTYPUPOBaHHOM OTYeTe.
4. BK/ItouUMTe CITUCOK BCEX MCIO0/Ib30BaHHbIX BAMHU PECYPCOB C aKTUBHBIMHU CChIKaMHU.
5. OTuet AO/DKeH cofiep>KaTh BBeJjleHUe, OCHOBHYIO YaCThb, 3aK/IH0YeHHe U

6ubmiorpaduro.

Wcnonb3yet UHCTPY-
MeHTaJIbHble Cpe/ICTBa
MPOrpaMMUPOBaHUSs
(IDE, SDK, API, no-
TyJisipHbIe (ppeirm-

BODKH U OHMO/THOTEKH).

3HaTh: MPUHLIUITBI TI0-
CTPOeHUsI CPeJICTB 3a-
IIUTBI KHGOPMALIUU OT
HeCaHKIIMOHUPOBaH-
HOTO I0CTyTa U
YTEUKH I10 TeXHHUYe-
CKUM KaHajiaM.
YMeTb: 0CyIL[eCTB/ISATh
KOHTpOJIb 00ecrieye-
HUSI YPOBHSI 3all{UILIeH-
HOCTU B aBTOMaTU3U-

POBAHHLBIX CUCTEMdAX.

BaAaHI/IEZ BbIGepI/ITe OZIHY W3 IpeAJIOKEHHBIX HM)Ke T€M U IIpOBeAUTE CaMOCTOSTe/NbHBIM T0-
HCK H606XOAHMOﬁ I/IH(l)OPMaLII/II/I B OTKPBITBIX MCTOUHHKAX CETHU I/IHTEPHET. HOAFOTOBBTG OT-
4eT O pe3y/bTaTaX Badlllero uccjiejoBaHusA, BK/IHOUYas CCbIJIKHM Ha MCII0/Ib30BdHHBIE PeCYyDCHI.

BribepuTe oiHY TeMY U3 CIMCKa HUKe:

1. HopmaTuBHBINM U OpraHU3aljuOHHBIN KOHTPOJIb
2. MOHUTOPUHT yrpo3 U OL[eHKA PUCKOB.

3. TexHMUeCKUM ¥ UHCTPYMEHTAaJ/IbHBINA ayuT
Tpe6oBaHus K BBITIOHEHUIO 33/IaHUS:

1. Beibepute uHTepecytolyto Bac Temy u chopmyaupyiiTe 1ieb UCC/eJOBaHMSI.

2. Haiigute ¥ U3yunTe MUHAMYM TPH Ha/|@XKHBIX OTKPBITBIX HCTOUHMKA UH(OpMAaLUU
TI0 TeMe.

3. [IpescTaBbTe MOMyUYeHHbIe pe3y/bTaThbl B CTPYKTYPUPOBAaHHOM OTYeTe.

4. BKJTIIOUMTeE CITUCOK BCEX MCITO0/Ib30BaHHBIX PECYPCOB C aKTUBHBIMU CChLTKAMH.

5. OTyeT JO/KeH Cofiep>KaTh BBeJjleHUe, OCHOBHYIO YacCTh, 3aK/I0UeHre U

6ubmorpaduio.
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HaumeHoBa-
HHe

KOMIIeTeHIInHN

HaumeHoBaHHe MH-
AUKATOPOB A0CTHIKE-

HHUA KOMIIeTeHIUH

Pe3ynbrars! 00yue-
HMA (YMeHHA U 3Ha-
HHUA), COOTHeCeHHbIe
C MHAMKATOpaMH /0-
CTH)KEHUA

KOMIIeTeHIIuHn

TunosBblie KOHTPOJIbHbIE 3d/JdHUA

OpraHu30BbIBaeT KO-
JIOBYIO DOa3y, OpHeHTH-
pyeTcs B CYIIeCTBYIO-
IIIeM Kofie, IEMOHCTPH-
pyeT 3HaHue o011e-
TIPUHSATBIX COTVIAIIIe-
HUH U TIOJIUTHK B 00-
nactu 0popMIIeHUs

Ko7ia.

3Harb: OCHOBHbIE
yrpo3bl 6e30MacHOCTH
“H(OpMalU1 U MO-
Jle/T HapyIIUTesisi B
aBTOMaTU3UPOBaHHBIX
cucreMax

Ymetb: Pazpabarsi-
BaTh MPeJJIOKEHUS TI0
COBepILIeHCTBOBaHUIO
CUCTeMbI yTIpaB/IeHUs
3al[UThl HHGOPMAIUH
aBTOMaTU3UPOBAHHBIX

crucreMm

BEIABHI/IE: BbIGepI/ITe OZIHY W3 IIpeAJIOKEHHBIX HWXXe T€M U IIpOBEAUTE CaMOCTOSATEIBHbIN I10-
HCK HEO6XO,E[I/IMOI\/JI I/IH(i)OpMaL[I/II/I B OTKPBITBIX UCTOUHHKAX CETHU I/IHTepHET. HOAI‘OTOBBTE oT-
4eT O pe3y/bTaTaX Balllero UccjiejoBaHuA, BK/IKOUasd CCbIJIKHU Ha MCII0/Ib30BdHHBIE DEeCYDCHI.

BBI6EpI/ITe OIHY TeMY U3 CITMCKd HWDKEe:

1. HapyiieHue KoHGUEHIIMATbHOCTH, 1Ie/IOCTHOCTH U JJOCTYITHOCTU JAaHHBIX
2. EcrecTBeHHbIe (TIPUPOAHbIE, TEXHOTEHHbIE) U UCKYCCTBEHHbIE (YMBIILJIEHHbIE U He-
YMBILLJIEHHBIE 1elCTBUS Ye/I0BeKa).

3. HecankumonupoBannsi foctyn (HC/I), nepexsat, BHeApeHue BpegoHocHoro [10.
TpeboBaHusI K BHITIOTHEHUIO 3a/]aHMUS:

1. Beibepute nHTepecytoiyto Bac Temy u chopmynupyiiTe 1iesb UCC/e[OBaHMS.

2. Haiijute ¥ U3yunTe MUHMMYM TP Ha/|@XKHBIX OTKPBITBIX HCTOUHMKA UH(OpMaLU
TI0 TeMe.

3. IlpescTaBbTe NOMyUYeHHbIe pe3y/bTaThl B CTPYKTYPUPOBaHHOM OTYeTe.

4. BK/TIouMTe CITUCOK BCEX MCMO/Ib30BaHHBIX PECYPCOB C aKTUBHBIMM CChIJTKAMH.

5. OTyet JO/DKeH cofiep>KaTh BBeJjleHUe, OCHOBHYIO YaCTh, 3aK/I0YeHre U

oubmmorpadwuro.

[IpoekTupyeT TeKCTo-
BbIM, IPOrPAMMHbIN
WU rpaduueckuil uH-

Tepelic mporpamMmm-

3HaTh: [IPOrpaMMHbIe
cpezcTBa obecrieueHust
0e30I1aCHOCTH []aH-

HBIX.

3asanue: BeIOEpUTE OAHY M3 MPEAJIOKeHHBIX HIDKE TEM M TIPOBEAUTE CaMOCTOSITeNbHBIN T10-
WCK HeoOxoAuMol H(GOpPMali B OTKPBITHIX UCTOUHHMKAxX ceTu VHTepHeT. [loarotoBere OT-
yeT 0 pe3yJ/bTaTax Balllero UCC/ae0BaHus, BK/IOUasl CChIZIKM Ha UCI0/Ib30BaHHbIE PECYPChI.

Bri6op Tembl. BribepuTe 0fjHY TeMy U3 CITUCKA HIDKe:
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HaumenoBa- | HaumeHoBaHMe UH- Pe3ynbrars! 00yue- TunoBble KOHTPO/IbHBIE 3a/JaHUSA
HHe AVKATOPOB OCTIXKe- | HUA (YMeHHA M 3Ha-
KOMIIeTeHL\UHM | HHUA KOMIIeTeHIUU HMf), COOTHECEHHbIe
C UHAMKATOpaMH J0-
CTYIKeHMS
KOMIIeTeHL\UH
HOU CHUCTeMbI UCXO[i1 | YMeTh: KIacCUPULIU- 1. MeToponoruy oLjeHKHA PUCKOB U MOJIe/TMPOBaHKe yrpo3
13 ee Ha3HauUeHMUs.. pOBAaTh U OL|€HMBATh 2. OueHKa yrpo3 B CrieLjuaau3upOBaHHbIX Y KDUTHUYECKUX CUCTEMax
yrpo3sbl uHbopMalu- 3. Knaccudukaiys 1 HelTpanu3aivsi KOHKPETHbBIX K/1aCCOB YIPo3
OHHOM 0e30MacHOCTH.
TpeboBaHUs K BBITIOIHEHUIO 3a/IaHUS:
1. Beibepure nHTepecytomyo Bac Temy u chopmyampyiiTe 1iesb UCC/e[0BaHMUS.
2. Hatiaute u u3yunTe MUHUMYM TPH Ha/le)KHBIX OTKPBITBIX UCTOYHUKA UH(OPMaLIUr
10 TeMme.
3. IlpeacraBbTe 1oyuyeHHbIe pe3y/bTaTbl B CTPYKTYPUPOBAaHHOM OTUeTe.
4. Bk/rounTe CMCOK BCEX UCMO/Ib30BaHHBIX PeCYPCOB C aKTUBHBIMU CChLIKAMM.
5. OTueT fo/KeH coflep>KaThb BBeeHUe, OCHOBHYIO UaCTh, 3aK/IFOUEHNEe U
oubmiorpadwuro.
[MTKH-7. Cno- | [leMoHCTpUpYyeT 3Ha- | 3HATh: TUIIOBbIE NMPU- | 3aZjaHKe: TIPH YCTaHOBKe KopriopatuBHOTO [10 Ha paboune CTaHLIMY MMOJ/Ib30BaTesield BO3HU-

COOHOCTH BBI-
TIOJTHATh Cep-
BHCHOe 00cTy-
JKMBaHUe U Ha-
CTPOMKY ara-
paTHOro U Ipo-
rpPaMMHOT0

obecreueHus,

HYe OCHOB (DyHKIIMO-
HUPOBaHUsSI KOMITBIO-
TePHOM TeXHUKHU, pe-
I1aeT YaCTo BO3HUKAIO-
1¢e 1pobieMbl B MIX
9KCIITyaTalliH, BHITION-
HSIeT TIePBUYHYIO yCTa-

HOBKY U HaCTPOMKY

YWHBI UHIU/IEHTOB,
BO3HHUKAIOIUX ITPH
yCTaHOBKe TPOTrpamMMm-
HOTOo 00ecCITeueHus.
YMeTb: UleHTUPULU-
pPOBaTh UHIU/I€HTHI,
BO3HHUKAIOII[He TIPU

yCTaHOBKe MpOorpaMM-

KaeT ommrbka «He ymanoch 3aperucTpyupoBaTh MOAy/Ib». MieHTU(GMKALIMSA HHLIWEHTa: TIPO-
67eMa BbI3BaHA OTCYTCTBHEM IPaB aZIMUHUCTPATOPA Y YUETHOM 3aIvCH M0JIb30BaTesis, U3-3a
Yero yCTaHOBLMK He MOKeT BHEeCTH 3arnucy B peectp Windows. OnuiimTe MomaroBo aaro-

put™M Bammux fetictBuii. O60CHYy#Te OTBeT.
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HaumeHoBa-
HHe

KOMIIeTeHIInHN

HaumeHoBaHHe MH-
AUKATOPOB A0CTHIKE-

HHUA KOMIIeTeHIUHn

Pe3ynbrars! 00yue-
HMA (YMeHHA U 3Ha-
HHU), COOTHeCeHHbIe
C MHAMKATOpaMH /0-
CTH)KeHUA

KOMIIeTeHIIuHn

TunosBblie KOHTPOJIbHbIE 3d/JdHUA

B TOM YHCIIE C
yueTom Tpebo-
BaHUl UHGOP-
MaLMOHHOMN

0Ge30r1acHOCTU

TOMY/ISIPHBIX MPO-
rpaMM U OIepaLvoH-

HBIX CHUCTEM.

HOro obecrieueHus, U
MPUHUMATD PellleHre
10 U3MEHEHHUIO TIpoLe-

Jlypbl YCTaHOBKM.

[eMoHCTpUpYeT 3Ha-
HUe 0CHOB (DyHKI[MO-
HUPOBaHUs OTepaLy-
OHHBIX CUCTEM U KOM-
MBIOTEPHBIX CeTel, Ha-
CTpauBaeT CeTeBble
TMOJIK/TFOUeHHs U
CJTy>KObI, TUArHOCTH-
pyet ux pabory u pe-
IeT TUMUYHbIe 3ajauk
aZIMUHUCTPUPOBAHUS

ceTel.

3HaTh: TUIIBI [IPO-
rpaMMHO-arnapaTHbIX
cpezcTB obecrieueHUst
3a1UThl MHGOpMaLMU
aBTOMaTU3UPOBaHHBIX
CUCTEM.

YMmern: aHamu3upo-
BaTh MPOTrpamMMHbIe,
apXUTEeKTYPHO-TeXHU-
yecKue U CXeMOTeXHU-
yecKue pelleHusi KoM-
TOHEHTOB aBTOMaTH3U-
POBaHHBIX CUCTEM C
Lie/TbI0 BBISIB/IEHHS T10-
TeHIL[Ma/bHbIX ySI3BU-
MocTeli 6e30macHOCTH

vH(dOopMal1K B aBTO-

3azanue: BeIOEpUTE OAHY M3 NPEAJIOKeHHBIX HIDKE TEeM M TIPOBEAUTE CaMOCTOSITeNbHBIN T10-
WCK HeoOxoAuMol nH(GOPMAI B OTKPBITHIX UCTOUHUKAxX ceTu VHTepHet. [loarotoBere OT-
yeT 0 pe3yJsbTarax Baiero uccieoBaHus, BK/IOYas CCbUIKU Ha MCIIO/Ib30BaHHbIe PeCYPCHI.

BribepuTe ofHYy TeMy K3 CITHCKA HIDKE:

1. ApxuTekTypa 1 Kiaccudukalys cucreM 6e30macHOCTH
2. Unentudukauus, ayreHTU(UKALMS U KOHTPOJIb AOCTYTIa

3. 3aiuTa OT HeCaHKLIMOHUPOBAHHOTI'O I0CTYIIa: OCHOBHbIE TIOAXO/bl, METOAWUKU
TpebOoBaHMs K BBITTOTHEHUIO 3a/]aHHS:

1. BeibepuTe uHTepecytolyto Bac TeMy u copMmyaupyiiTe Lie/ib UCCIeN0BaHUS.

2. HaiipuTte ¥ u3yunTe MUHUMYM TPH Ha/le)KHBIX OTKPBITBIX MCTOYHUKA UH(OpPMaLUr
1o TeMe.

3. [IpencraBbTe NoyuyeHHbIe pe3y/bTaTbl B CTPYKTYPUPOBAaHHOM OTYeTe.

4. BK/rounTe CIMCOK BCEX UCIO/Ib30BaHHBIX BAMU PeCYpPCOB C aKTUBHBIMU CChUIKAMU.

5. OTueT fo/KeH cofiepyKaThb BBeleHHe, OCHOBHYIO UaCTh, 3aK/IFOUeHNe U

oubmorpaduro.
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HaumeHoBa-
HHe

KOMIIeTeHIInHN

HaumeHoBaHHe MH-
AUKATOPOB A0CTHIKE-

HHUA KOMIIeTeHIUH

Pe3ynbrars! 00yue-
HMA (YMeHHA U 3Ha-
HHUA), COOTHeCeHHbIe
C MHAMKATOpaMH /10-
CTH)KEHUA

KOMIIeTeHIIuHn

TunosBblie KOHTPOJIbHbIE 3d/JdHUA

MaTU3WPOBAHHBIX

CcucreMax.

Wcnons3yet cepsep-
Hble OTepaLMOHHbIe
CUCTeMBI JIJisl pa3pa-
OOTKHM ¥ pa3BepThIBa-
HUSI CeTeBbIX MPUJIO-
JKeHUM, HacTpauBaeT
Be0-CiyO0bl, ua-
CTUYHO aBTOMAaTU3M-

pYyeT 3TH IPOLieCCHI.

3HaTb: OCHOBHbIE
Kpunrorpajuueckre
MeTO/ibl, aITOPUTMBI,
MIPOTOKOJIbI, UCTIO/b3Y-
emble /7151 3aL{UThl UH-
¢opmaly B aBTOMa-
THU3MPOBAHHBIX CUCTe-
Max.

YMetn: Knaccupum-
pOBaTh OCHOBHBIE
yrpo3bl 6e30MacHOCTH
rvH(bOopMaLy U MO-
JleJTi HapyLLIUTess B
aBTOMaTHU3MUPOBAaHHbIX

CucreMax.

3azanue: BeIOEpUTE OAHY M3 MPEAJIOKeHHBIX HIDKE TeM M TIPOBEAUTE CaMOCTOSITeNbHBIN T10-
MCK HeoOxoAuMol nH(GOPMAI B OTKPBITHIX UCTOUHUKAX ceTu VHTepHeT. [loarotoBere OT-
yeT 0 pe3yJsbTarax Baiero uccieoBaHus, BK/IOYas CCbUIKU Ha MCIIO/Ib30BaHHbIe PeCYPCHI.
BribepuTe ofHYy TeMy U3 CITHCKA HIDKE:

1. CepBepHble onepaliOHHbIe CUCTEMBbI

e Otnnuus cepBepHbix OC (Windows Server, Linux: Ubuntu Server, AlmaLinux,
Debian) oT e CKTOMHBIX.

e YmpaB/eHue MoJib30BaTe/siMy, rpaBamu foctyra (ACL), rporjeccamu, AUCKOBBIMU
KBOTaMH M CUCTeMHBLIMU CykKbamu (systemd, cron).

e Hacrpoiika 6pangmayapoB (iptables, firewalld, UFW), co3maHue mosuTHK Ge3or1ac-

HOCTH U yrpaB/ieHue CepTU(UKaTaMH.
2. Pa3BepThiBaHMe CeTEBBIX MPUIOKEHUN

e [lonsitue runepsusopoB (KVM, VMware), co3gaHue BUPTyaabHbIX MallWH U
yrpas/ieHUe UMHU.

e OcnoBbl Docker 1 Docker Compose. Co3ganue Docker-ob6pa3oB [jist yriakoBKH Be6-
TIPUIOXKEHUH.

e Hactpoiika pokcu-cepBepoB 1 6anaHcHpoBIMKOB Harpy3ku (NGINX, HAProxy,
Apache).
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HaumeHoBa-
HHe

KOMIIeTeHIInHN

HaumeHoBaHHe MH-
AUKATOPOB A0CTHIKE-

HHUA KOMIIeTeHIUHn

Pe3ynbrars! 00yue-
HMA (YMeHH U 3Ha-
HHU), COOTHeCeHHbIe
C MHAMKATOpaMH /0-
CTH)KeHUA

KOMIIeTeHIIuHN

TunosBblie KOHTPOJIbHbIE 3d/JdHUA

3. Hactpotiika BeG-cmyx0

e Kondurypauusi DNS (Bind9, CoreDNS), DHCP u cny»x6 karanoros (Active
Directory, LDAP).

e YcraHoBka u ontuMmusanus cesi3ok LAMP/LEMP, CYB/] (PostgreSQL,
MySQL/MariaDB), NoSQL (Redis, MongoDB).

¢ Hacrpoiika routoBbix cepBepoB (Postfix, Dovecot), FTP/SFTP u ceTeBbiX XpaHU-
g (NFS, Samba).

TpebOoBaHMs K BHITTOTHEHUIO 3a/IaHMS:

1. Beibepure uHTEpecymoIyto Bac Temy u chopMyupyiiTe 11e/b UCC/IeI0BaHUS.

2. Haiipute v u3yunTe MUHUMYM TPH Ha/le)KHBIX OTKPBITBIX UCTOYHUKA UH(OpPMaLUr
T0 TeMme.

3. [IpencraBbTe NoyuyeHHbIe pe3y/bTaTbl B CTPYKTYPUPOBaHHOM OTYeTe.

4. BK/rounTe CIMCOK BCEX UCIO/Ib30BaHHbBIX PeCYPCOB C aKTUBHBIMU CChIJIKAMM.

5. OTueT f0/KeH cofiepyKaThb BBeleHUe, OCHOBHYIO UaCTh, 3aK/IFOUeHNe U

oubmorpaduro.

[eMoHCcTpupyeT 3Ha-
HHe OCHOB KOMIIbIO-
TepHOI 6e30MacHOCTH,
a7ropuTMOB LIM(poBa-

HHS, XeIIMPOBaHNA,

3HaTb: OCHOBHbIE
KpuInrTorpaguueckue
METO/Ibl, aITOPUTMBI,
TIPOTOKOJIbI, UCII0JIb3Y-

eMbIe [JId 3alliUThl UH-

BEIABHI/IEZ BbIGepI/ITe OIHY W3 IIpeJIOKEHHBbIX HWXXEe T€M U IIpOBEAUTE CaMOCTOSATEIbHbIN I10-
HCK HEO6XO,E[I/IMOI\/JI I/IHCI)OPM(:IL[I/II/I B OTKPBITBIX MCTOUHHKAX CETHU I/IHTepHET. HOAI‘OTOBBTE oT-
4eT O pe3y/ibTaTadX Balllero nccjiejoBaHusAd, BK/IKOUasd CCbIJIKHU Ha MCTI0/Ib30BaHHBIE DeCYyDCHI.
Bbl6epI/ITe OIHY TeMY U3 CITMCKd HWDKEe:

1. Kpunrorpadurueckue MeTOAbl ¥ alTOPUTMBbI
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HaumeHoBa-
HHe

KOMIIeTeHI{uHN

HaumeHoBaHUe HH-
AUKATOPOB A0CTHIKE-

HHUA KOMIIeTeHIUHn

Pe3ynbrars! 00yue-
HMA (YMeHHA U 3Ha-
HHUA), COOTHeCeHHbIe
C MHAMKATOpaMH /10-
CTH)KeHUA

KOMIIeTeHI{uHn

TunosBblie KOHTPOJIbHbIE 3d/JdHUA

TOHSTUN ayTeHTU(U-
Kaliy, aBTOPH3aL|y,
1rdpoBbIX cepTUdU-
KaToB, TIPOTOKOJIOB
Oe3omacHOM niepezaun

JlaHHBIX.

dhopmaiuu B aBTOMa-
THU3UPOBaHHBIX CHUCTe-
Max.

YMeThb: KOHTPOIUPO-
BaTh 3(PPEKTUBHOCTD
TIPUHSTBHIX Mep 10 pea-
JTU3AI[UH TIOTUTHK 6e3-
OTMaCHOCTH UH(OpMa-
L[UM aBTOMaTU3UPO-

BAHHBIX CHUCTEM.

o CumMMeTpUYHOe KU POBaHKE: aTOPUTMBI Zj1s1 ObICTPOTO MHUGMPOBaHUS JAHHbBIX
(AES-128/256, 'OCT 34.12-2015, ChaCha20).

e AcuMMeTpuuHOe mMbpoBaHKe: arOPUTMbI 0OMeHa K/TtouaMu U I poBaHus
(RSA, ECC, Auddu-Xennman, 'OCT 34.10-2018).

e XelMpoBaHHe: KOHTPOJIb LJeJIOCTHOCTH JJaHHBIX U 3awura rnaposen (SHA-256,
SHA-512, TOCT P 34.11-2012).

e DnekTpoHHbIe 1udpoBbie noanucy (SLIT/ 311): obecrieyeHre aBTOPCTBA U TIO//TMH-
HocTu (RSA, ECDSA).

e DBall BapuaHT.
2. KpunTorpaguueckre 1 ceTeBble IIPOTOKOJIBI

o ITpumenenne TLS 1.2 / TLS 1.3 gnst 6e3omnacHbix coequHenuii (HTTPS).

e [IpumeHeHue npotokosnoB VPN-ceTteii u uumo30B (IPsec, OpenVPN, WireGuard).
e [Ipumenenue SSH (Secure Shell) u HacTpoiika K/rOuei focTyma.

e Ncnonb3oBanue npotokoaoB OAuth 2.0, OpenID Connect, RADIUS, TACACS+.

e Ball BapuaHT.
3. 3amuTa Be6-cy>x6 u npunoxenuii (Web API)

e Uudpacrpykrypa oTKpbIThiX Kitoueld (PKI): ynpaBnenue uydpoBbiMU cepTUdUMKa-
Tamu, LeHTphl ceptudukarmu (CA).

e BesonacHocts API: ucnonb3oBanue JWT (JSON Web Token), API-kmtoueit, CORS
u rate-limiting.

e 3amuTa BeO-cepBepoB: HacTpoliKa Oe3omacHoCcTH Ha ypoBHe Nginx, Apache, IIS.
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TunosBblie KOHTPOJIbHbIE 3d/JdHUA

e MesxceTteBble 3kpaHbl U WAF: ¢uibTpanys BpejoHOCHOTO TpaduKa C TOMOLbIO
Web Application Firewall.

e DBalll BapuaHT.
4. ABTOMaTH3alUsl pa3BepThiBaHUS U 6e30MacHOCTh

e VHCTpyMeHTHI /i1 HalMCaHUs CKPUTITOB KOH(UTypaLyi cepBepoB U BeO-Ciy»kO.

e bBe3onacHas nepezaua napoJieii, Karoueil 1 cepTU(QUKATOB B aBTOMaTU3MPOBAHHBIX
nanrlavHax.

 Be3omacHsblif 3anyck BeO-C1y>kO B M30/IMPOBAaHHOM cpejie U HacTpoiika Network
Policies

e lleHTpanm30BaHHBIN COOP CUCTEMHBIX )KYPHAJIOB ¥ 0OHapy>KeH1e aHOMani

e Ball BapuaHT.
TpeboBaHus K BBIOTHEHUIO 33/IaHUS:

1. BribepuTe nHTepecytoiyo Bac Temy u chopmypyiiTe Liesib UCCIeL0BaHMS.

2. Haiigute ¥ U3yunTe MUHAMYM TP Ha/|@XKHBIX OTKPBITHIX UCTOUHMKA UH(OpMaLU
IO TeMe.

3. IIpescTaBbTe MOMyUYeHHbIe pe3y/bTaThbl B CTPYKTYPUPOBAaHHOM OTYeTe.

4. BK/TtourTe CITUCOK BCEX MCMO/Ib30BaHHBIX PECYPCOB C aKTUBHBIMU CChIJTKAMH.

5. OTuet fO/DKeH cofiepyKaTh BBeJeHre, OCHOBHYIO YaCThb, 3aK/II0YeHUe U

oubsmorpadwuro.
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ITpumepbl NnpaKMuKo-opueHMUPOBAHHBIX 3a0aHULll

,Z[]IH obecrieueHust 3dKpeIvieHHs HdBBIKOB TI1IJIAHUPYETCA BBITNIO/IHEHUE TIPAKTUKO-

OpPMEHTUPOBaHHBIX 3a/laHui. [IpuMepsI TeM:

1.
2.

Co3paHye NOMUTHUKYA 0e301acHOCTH il KOMMepUYeCKol opraHu3alyu.
Pa3paboTka rokasaresen orjeHKH 3(h(HeKTUBHOCTH (PYHKIIMOHUPOBAHUS
KOMILJIEKCHOM CUCTeMBbI 3alUThl MH(OPMALIWH.

. PacueT noka3sareneii Ha/leKHOCTH, JOCTYITHOCTH, COTIPOBOK/AeMOCTH

aBTOMaTH3HpOBaHHOﬁ CHUCTEMBI.

4. OueHKa UH(OPMALIMOHHBIX PUCKOB aBTOMaTHU3UPOBAHHOW CHUCTEMBI.

1

. [IpyMeHeHHe MEeTOJWKY TIPOBe/IeHUST SKCIIePUMEHTATbHO-UCC/IeIOBATeTbCKUX
paboT cUCcTeMbI 3aIUThl MHGOPMALIMU C YUYETOM TPebOBaHHIM 10 00eCITeueH 0
MHGMOPMaIMOHHOUW 6e30MacHOCTH.

. MO>KHO /T aBTOCOXpaHeHHe CUATATh ITOJTHOLIEHHOM 3aMeHO# 00BIYHOMY
COXpaHeHUI0?

. IIpoekTHOe 3agaHue: pa3paborka ocHoB Vb asist yaue6HOTO rTpoekTa (aHa/M3 yrpo3 u

BLIOOD pelleHui).
ITpumepbi 60Npocoe 0151 N0O20MOBKU K NPOMeN}CynoUYHOLl ammecmayuu

[TprMepHBIi1 epedyeHb BOIIPOCOB [i/1s1 MOATOTOBKHU K 3K3aMeHY:

. Uto Takoe uHdopmaiioHHast 6e3ormacHoCTh (MIB) ¥ KakOBBI €€ TPH I/IaBHbIE

cocTras/sroIiye (KOoHGUAEHIIMaTbHOCTb, 11€JI0CTHOCTb, JIOCTYITHOCTh)?

2. MaiiTe onpe/jeneHure TIOHSATHIO «MH(POPMAalLIMOHHBIN aKTUB» U MPHUBEUTe IPHUMephI.

3. Uto Takoe yrpo3a uHGpOPMalMOHHOM 6€30TacHOCTH W UeM OHa OT/TMYAeTCs OT

YS13BUMOCTH U pUCKa?

4. O0ObsiICHUTE pa3HULY MeXy ayTeHTU(UKalyel, aBTopr3aiyei u uaeHTuduKaein

T10JIb30BaTeIsl.
. Uro Takoe mosMTHKa WH(MOPMAIIMOHHOM Oe301TaCHOCTY OPTaHU3ALUN U [IJIS UeTo

OHa Hy)KHa?

6. O6BsicHUTe pa3HUIly TepMUHOB "Co0ObiTHe HbOPMaI[MOHHOW Oe30macHOCTU" U

"MHLMaeHT nHpOopMaI[MoHHOM 6e3omacHoCcTy"

7. 3auquTa uHbopMal[iu OT YTeUKH 10 TeEXHUUEeCKUM KaHasiaM.

8. YTpo3bl KOHOHUIEHI[UATbHOCTH, 11e/I0CTHOCTU U IOCTYITHOCTA WH(MOPMALIUH.

. NHdopmaroHHas BoiiHa Kak BbICIIas popma yrpo3bl UHPOpMaLMOHHOM

0e30macHOCTH.

10. MeTtoauky obecrieueHNst HETIPEPBIBHOCTH OM3Heca

11.

MeTto/b1 U cpeficTBa obecrieueHus OecriepeOOHHOCTH HYHKITMOHUPOBAHUS CUCTEM.

12. Mogen KOMITbIOTEPHOM 6€30TacHOCTH.
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13. Kpunirorpaduyeckas 3aijyta MHGOpMaLWH.

14. ¥Yrpo3bl HeCaHKLJMOHMPOBAHHOIO JAOCTYTA B KOMITBIOTEPHYIO CUCTEMY.

15. Ha3oBuTe 0CHOBHBIE BU/bl BPeZOHOCHOTO MPOrPaMMHOT0 0becriedeHusi (BUPYCHI,
YepBH, TPOSIHbI, IPOrPaMMbI-BbIMOTaTe/n) U UX OT/INYMSL.

16. Yto Takoe couuanbHas uHxeHepus? 1IpuBesuTe npuMepsl aTak C eé
MCT0/b30BaHKeM ((PULLIMHT, MPETEKCTHHT).

17. Onummre mexaHusM rposesieHust DDoS-araku u eé nenu.

18. B uém pasHulia MeXx/ly UHCakjepoM (BHYTPeHHUM HapylluTeseM) U BHEIITHUM
3/I0YMBILLJIEHHUKOM ?

19. Uto Takoe ys3BUMOCTb «HYJ/IeBOTO AHSI» (zero-day)?

20. [1711 yero UCTOb3yIOTCS MEXKCeTeBbIe SKPaHbl (OpaHaMay3pbl) U CUCTEMBI
obOHapy>keHUsi/TipejoTBpaltieHus: BTop>keHuii (IDS/IPS)?

21. Kak pabotaet mmdpoBaHue AaHHbIX? B 4éM pa3HHIla MeXAy CUMMEeTPUYHBIM 1
aCUMMETPUUHBIM 1IM(pOBaHUEM?

22. Yto takoe VPN u Kakue 3ajauu OH peluaeT B KOHTeKcTe NB?

23. KakoBa ocHOBHasi (DyHKI[HSI aHTUBHPYCHOTO IMPOTPaMMHOT0 00ecrieueHus: U TIouemy
Ba)XHO €ro pPeryssipHO OOHOBJIATD?

24. O6bsicHuTe NIpUHLUN paboThl AByXdakTopHo# (2FA) nnu mHorodakropHoii (MFA)
ayTeHTU(PUKALIAU.

25. Kakue ocHOBHbIe 3aKOHbI Poccuiickoit ®esiepaliiy peryampyrot cepy
uHbopMalMoHHOU 6e3omacHOCTH (HanpuMep, ©3-152 «O nepcoHaTbHbIX
JTaHHBIX»)?

26. Ha3oBuTe HECKO/ILKO MEX/IYHAPOJHBIX CTaHAAPTOB B obOmactu Vb (Hampumep,
ISO/IEC 27001, NIST Cybersecurity Framework) u KkpaTko onuiiiTe ux

Ha3HaueHue.

[MPUMEPBI 5K3AMEHAILIMOHHBIX BUJIETOB

OK3AMEHAIIMIOHHBIN BUJIET Ne 1

1. 'ndopmarivionHoe obecrieueHue fesaTeTlbHOCTH OPraHOB rOCyAapCTBEHHOM BIacTH
(15 6amoB)

2. 3amTa KOHpUIeHI[Ma/IbHOW HH(MOpMAaIK OT BHyTpeHHUX yrpo3 (20 6anioB)

3. OripesieuTe OCHOBHbIE 3a/laud aTTeCTAlMX 3allUIIEHHBIX WHOOPMAalMOHHBIX
cucteM 110 TpebOBaHMSIM 0€30MaCHOCTH U TIPEJIOKUTE TIJIaH MEpPOTPHUSITHI MPOBEeHHS.
(25 6anoB)

OK3AMEHAIIMIOHHBIN BUJIET Ne 2

1. PackpoiiTe TMOHSTUS: «KOH(PUAEHIIMATBHOCTbY», «1IeJIOCTHOCTb», «JOCTYITHOCTh»

vH(popmarmu. [IpuBeyTe npyUMepsl HapyLleHHs KaXA0ro U3 HuxX. KakuMu HOpMaTyMBHBIMU
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JOKyMeHTaMH 3aKpeTuieHbl JaHHble MOoHATHS. (15 6anioB)

2. OmmimmTe TPUHLUIBLI IOCTpOeHus cucteMbl VB: omuivTe OCHOBHBIE TTOAXOZbI
(HarpuMep, 3alluTa ceTel, MPUIOKeHUH, AaHHbIX). (20 6asioB)

3. Kakast mepa 3a1uThl 3¢ dekTrBHa MpOTUB (HUIIMHTa?(25 6asiioB)

OK3AMEHAIIMOHHBIN BUJIET Ne 3

1. AyreHTuduKaLusi U aBTOpu3alys: B ueM pas3Hula? I[lpumepsl npUMeHeHUs
MeToz0B. (15 GanioB)

2. OcobeHHOCTH peanu3alid W Ha3HaueHUWe SJIeMEeHTOB pacripee/ieHHOU

apxutekTypbl npuMmeHenuss C3U s 3ammrsl JIBC (20 6aos)
3. OO6nauHble cepBUCHI A obecrmeueHrsi 3amuThl uHGOpMaLuu. OnUinyTe

CUTYyalMIo, KOT/la TIpYMeHeHe MPorpaMMHO-arrapaTHbIX CPe/ICTB, pa3MelleHHbIX B 00/1ake,

3anpelrieHo. (25 6as1oB)
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IlepeyeHb OCHOBHOM W [IONO/IHUTE/JLHOW Yy4YeOHOM JIMTEPaTyphl,

Heo0X0 MO /I/isi 0CBOEHHS M CIMILTHHBI

OcHogHas numepamypa:

1. Kubepbe3omacHOCTb B YCJ/IOBUSIX 3JIEKTPOHHOTO OaHKWHTa : TIPaKTHUeCcKoe
nocobue / A. A. Bepmtorun, A. B. [lynka, C. B. Konsisckas, B. A. KonsiBckui, U.
I. HazapoB ; nog peq. I1. B. PeenkoB Mockga : Ilpometeit, 2020 522 c. : wn.
Bubmuorp. B KH PexXuMm [JocTyma: 37eKTpOHHas OuO/uMoTeuHass cUCTeMa
«YHuBepcuteTckass ~ Oubmoreka  ONLINE»,  Tpebyercsi — aBropu3aiusi
https://biblioclub.ru/index.php?page=book&id=610688 ISBN 978-5-907244-61-0.
[BUK ID: 28]

. Kpouio, TI.O. Ba3oBble moHATHS WHPOPMAIMOHHOM 6e3omacHocTH : YuebGHoe
nocobue / I.O. Kpbuio, C.JI. JlapuoHora, B.JI. HukuTuHa O/EeKTPOH. [aH.
MockBa : PycaitHc, 2025 257 c. Pexxum poctyna: book.ru Internet access
https://book.ru/book/958467 ISBN 978-5-466-09255-4. [BUK ID:
RU\bookru\bibl\958467]

. Ko3pmunbix, C.M. YmpapreHve WH(OPMAIIMOHHOM 0e30macHOCThIO @ YueOGHOe
nocobue / C.M. Ko3bmuneix, C.A. BopucoB OnektpoH. gaH. Mockea : KaoPyc,
2026 281 c. Pexxum poctyna: book.ru Internet access https://book.ru/book/959440
ISBN 978-5-406-14915-7. [BUK ID: RU\bookru\bibl\959440]

JonoiHumensHas aumepamypa:

1. Yucros, Jmutpuii Bnagumuposuu [1poektrpoBaHue WH()OPMALIMOHHBIX CUCTEM :
yuebHUK ¥ TipakTHKyM s By3oB / [. B. Uwucros, II. II. MenbHukoB, A. B.
3onoraptok, H. b. Huuernopyk. 2-e u3g., mep. U gon ONeKTPOH. JaH. MOCKBa :
FOpaiit, 2025 273 c ( Beiciiee obpa3zoBanue ) URL: https://urait.ru/bcode/560485
(mata obpamenus: 01.09.2025). Pexum goctyma: DJieKTPOHHO-OMO/MMOTeYHast
cuctema FOpaliT, fiyis aBTopu3. Tiosib3oBatesieii https://urait.ru/bcode/560485 ISBN
978-5-534-20361-5 : 1399.00. [BUK ID: RU2fURAIT2f560485]

. bapaHoBa, Esiena KoHcTaHTHHOBHa AKTyaslbHble BOMPOCHI 3alllAThl MH(OPMal[1H :
MoHorpacdus / HaluoHanbHBINM KCCIef0BaTeNbCKUI  yHHUBepcuTeT "Bbiciias
mKosia 3kOHOMUKU" 2 MockBa : U3sgarensckuit Llentp PUOP, 2025 216 c. (
Hayunasi wmbicib ) [JlomonHuTesnbHOe — npodeccroHanbHOe — 0bpa3oBaHUe
https://znanium.ru/catalog/document?id=459567 ISBN 978-5-369-01972-6 ISBN
978-5-16-113215-9 ( snektp. u3ganuve ) ISBN 978-5-16-020563-2 ( ISBN
couszartesns ) . [BUK ID: RU\infra-m\znanium\bibl\2169152]

HopmamueHble npaeoebie aKkmbli:
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1. denepanbHbIN 3aK0H OT 27.07.2006 . Ne 149-®3 «O6 uHpoOpMaiyy,
MH(GOPMALIMOHHBIX TEXHOJNIOTHUSAX U O 3aluTe HH(OpPMaLuu». — pPEeXUM JOCTyIa:
https://www.consultant.ru/document/cons_doc_LAW_61798 (mara obparrenusi 01.12.2025
r.)

2. @enepanbHbiii 3akoH 0T 06.04.2011 1. Ne 63-®3 «OO6 371€KTPOHHOM
TIO/ITIMCK». — PEXXUM focTyma: https://www.consultant.ru/document/cons_doc_LAW_112701
(mata obparenust 01.12.2025 1)

3. Penepanbhbii 3aK0H 0T 06.10.1997 . Ne 131-®3 «O rocynapcTBeHHOU
TaliHe». — pexuMm jgoctyna:  https://duma.consultant.ru/documents/1152808  (zmara
obparrenus 01.12.2025 r.)

4, ®enepanbHbii 3aK0oH OT 29.07.2004 1. Ne 98-®3 «O koMMepueckol TaliHe».

— pexuMm goctyna: https://www.consultant.ru/document/cons_doc_LAW_48699 (zara
obparrenus 01.12.2025 r.)

S. Pacniopstkenue IIpaBurensctBa Poccum ot 28.07.2017 1. Ne 1632-p «O6
ytBepxgeHun Ilporpammel «Ludposas skoHOoMuKa Poccuiickort ®ezsepaln». — pexxum
poctytma: https://www.consultant.ru/document/cons_doc_LLAW_221756 (gata oOpaiijeHus
01.12.2025 1)

6. MesxayHapozssii cradzgapt. ISO/IEC 27000:2012 VH$popMaLoHHbIe
TexHosioruu. MeTozbl obecrieueHus: 6e3omnacHocTy. OripesiesieHysi U OCHOBHbIE TIPUHLMIIBI.
— pexkuM gocryta: https://docs.cntd.ru/document/1200102762 (mata obparienust 01.12.2025
r.)

7. MexayHapoasbiii cradgapt. ISO/IEC 27001:2005 WHdbopMaliioHHbIe
TexHonmoruu.  Metogbl  obecrmeuenusi  GesomacHocTH.  CHUCTeMbI  YIIpaB/IeHHs
nHbopMaloHHoU 6e3oracHocThio. Tpeboanus (BS 7799-2:2005). — peXkuM [I0CTyTIa:
https://opk.spb.ru/iso-ies-27001-2005/ (mata obpamenust 01.12.2025 1)

8. ®enepanbhbid 3aK0H 0T 06.10.1997 . Ne 131-P3 «O rocyzpapcTBeHHOU
TaiHe». — pexuM goctyna: https://duma.consultant.ru/documents/1152808  (zmara
obpamenus 01.12.2025.)

9. ®epepanbHbii 3ak0H OT 29.07.2004 1. Ne 98-®3 «O koMMepueCKOr TaruHe».

— pexum pgoctymna: https://www.consultant.ru/document/cons_doc_L.AW_48699/ (zmara
obparrenus 01.12.2025 r.)

10. Pacnopsbkenue I[IpaButensctBa Poccum ot 28.07.2017 . Ne 1632-p «O6
yTBepxaeHun IIporpammbl «lludpoBasi skoHoMuKa Poccuiickoit ®esepaliiv». — pexxum
noctyma: https://www.consultant.ru/document/cons_doc_LAW_221756/ (gara obpaiijeHus
01.12.20251)

11. [Mpukaz ®CTIK Poccuu ot 11.02.2013 . Ne 17 «OO06 yTBepkaeHUU
TpeboBanmii o 3ammre HWHGOpPMAI[MH, He COCTAB/SAIOIIEH TOCYZApPCTBEHHYIO TalHY,

cofieprKallieiicsi B TOCyZApCTBEHHbIX MH(GOPMALMOHHBIX CHUCTEMax». — PEXUM [OCTyra:
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https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-11-fevralya-2013-
g-n-17 (mata obpamenust 01.12.20251.)

12. [Tpuka3z ®CTIK Poccum ot 18.02.2013 1. Ne 21 «O0 yTBepKZAeHUN COCTaBa
M COJlep’KaHUsl OpraHu3al[MOHHBIX U TeXHUYeCKHMX Mep Mo obecrieueHUIO 0e30MacHOCTH
MepCOHA/IbHBIX JAHHBIX MPHU X 00paboTke B MH(OPMAI[MOHHBIX CHCTEMax TepCOHATbHBIX
JaHHbIX». — pexuMm goctymna: https:/fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-
fstek-rossii-ot-18-fevralya-2013-g-n-21 (mara obpatienust 01.12.2025 1)

13. I'OCT 34.003-90 MudopmaimoHHasi TexHosiorusi. Komriziekc ctaHAapToB Ha
aBTOMaTU3MPOBAaHHbIE  CUCTeMbl.  ABTOMaTU3MPOBaHHble  CUCTeMbl. [epMUHBI WU
onpeesieHusl. — peXum JlocTyra: https://npopris.ru/wp-
content/uploads/2015/09/%D0%93%D0%9E%D0%A 1%D0%A2-34.003-90.pdf (mara
obpamenus 01.12.2025.)

14. ['OCT 34.601 NHdopmaliroHHasi TexHoJ0rHsl. Komrieke cTaHZapTOB Ha
aBTOMAaTM3MPOBaHHble CUCTEMbl. ABTOMAaTU3MpOBaHHble CUCTeMbl. CTaguM CO3[aHUS. —
pexkuM octyta: https://meganorm.ru/Data/106/10698.pdf (mata obparenust 01.12.2025 1)

15. ['OCT P 50922 3aiura uHdopmaiiui. OCHOBHbIe TEDMUHBI U OTIpe/eieHusl.
— pexxum poctyta: https://docs.cntd.ru/document/1200058320 (marta obparrerus 01.12.2025
r.)

16. I'OCT P 53114 3amura uHpopmauu. ObecrnieueHre WHGOPMAL[MOHHON
6e3omacHocTy B opraHu3ald. OCHOBHble TEPMUHBI U OTpeJesieHUsl. — PEXXUM AOCTYyTIa:
https://docs.cntd.ru/document/1200075565 (zmata obparmenust 01.12.2025 1)

17. 'OCT P 51583 3auura uHdbopmauuu. [lopsiiok co3gaHust
aBTOMAaTHU3UPOBAaHHBIX CHCTEM B 3alUII[EHHOM HCIoiHeHud. OOIire MoI0KeHUs. — PeXKUM
nmocryta: https://docs.cntd.ru/document/1200108858 (mara obparienus 01.12.20251.)

18. 'OCT P 57628 WHdopmaljoHHass TeXHOJOTUs. MeToabl U CpefcTBa
obecrieuennsi 6e3onacHoCTH. PyKoBoACTBO 110 pa3paboTke rnpoduieii 3alMThl ¥ 3a/IaHUM 110
Oe3omacHoCTH. — peXuM goctyna: https://docs.cntd.ru/document/1200146707  (gara
obpamenus 01.12.2025.)

19. 'OCT P MCO/M3BK 15408-1-2012 NHdpopMaiiioHHas TeXHOIO0THsl. MeTo/bl
u cpeactBa  obecrieueHnss — Oe3omacHoctd.  KpuTepum  oueHKH — 6e30racHOCTH
vHpOpMaIMoHHbIX TexHonorui. Yacte 1. BBegeHue u obiiasi Mofiesib. — PeXXUM JOCTYyTIa:
https://docs.cntd.ru/document/1200101777 (nata obpatenusi 01.12.2025 1)

20. 'OCT P MCO/M3BK 15408-2-2013 NHpopMalioHHas TeXHOMO0THs. MeTo/ibl
U cpeactBa  obecrieueHusi  Ge3omacHocTd.  Kpurepuu — orjeHKM — 0e30TMacHOCTH
MH(POPMAI[MOHHBIX TeXHOorui. YacTb 2. OyHKIMOHA/IbHBIE KOMIIOHEHThI 0€30MacHOCTH. —

pexxkum goctyma: https://docs.cntd.ru/document/1200105710 (mara obparenuns 01.12.2025
r.)
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21. ['OCT P NCO/M3K 15408-3-2013 NHdbopmalLiioHHasi TeXHOMIOTUs. MeTo/bl
U cpenactBa  obecrieueHusi  Ge3omacHocTH.  Kpurepuu — orjeHKM — 6@30mMacHOCTH
MHGbOPMAaIMOHHBIX TeXHO0THH. YacTh 3. KOMIOHEHTHI JOBepHst K 0€30MaCHOCTH. — PEXKUM
npocryta: https://docs.cntd.ru/document/1200105711 (mata obpamienus 01.12.2025 1)

22. MexayHapoansbiii cradgapt. [SO/IEC 27001:2005 WudbopMaloHHbIe
TEXHOJIOTHH.  MeToabl  obOecrieuenusi  Oe3omacHoctd.  CHCTeMBbl  yIIpaBJIeHUS
“H(bOpMaIMOHHON Oe3omacHoCTh0. TpeboBaHMs. — pexkuM Aoctyma: https://opk.spb.ru/iso-
ies-27001-2005/ (mara obparienus 01.12.2025T.)

23. ['OCT P NCO/M3K 27002-2012 NHdbopMaLioHHasi TeXHO/IOTUs. MeTo/bl U
cpeactBa obecrieueHust Oe3omacHoctd. CBoAi, HOPM U TpaBUI  MeHe[KMeHTa
MH(OPMaLIMOHHOM 6e3oracHOCTH. — peXxum JlOCTyTIa:
https://docs.cntd.ru/document/1200103619 (nata obparerust 01.12.2025 1)

24, ['OCT P NCO/M3K 27005-2010 NHdbopMaLiioHHasi TeXHO/IOTUsI. MeTo/bl U

cpeactBa  obecriedeHusi  Oe3oracHOCTH. MeHeKMEHT pHCKa  MH(OPMAIMOHHOM

Oe3omacHOCTH. — peXxuM gocrtyna: https://docs.cntd.ru/document/1200084141  (gara
obpamenus 01.12.2025.)
25. 'OCT P MCO/M3BK TO 19791-2008 MudbopmaijoHHasi TeXHOIOTHSI.

Metoget u  cpeactBa  obecrmieueHwss  Ge3omacHoctd.  OrleHka — 6e30mMacHOCTH
aBTOMATHU3UPOBAaHHBIX CHUCTEM. - PEXKUM JOCTyTa:
https://docs.cntd.ru/document/1200076806 (nata obparterust 01.12.20251.)

9. TIlepeuenb pecypcoB HH(OPMALIOHHO-TEIEKOMMYHHUKALIMOHHOH CeTH

«HTEepHEeT», HE0OXOJUMBIX /I/ISI 0CBOEHHUS JUCIHHUILTHHBI

1. DnekTpoHHass Oubmioreka ®uHaHcoBoro yHuBepcurera (3B) http:/elib.fa.ru/
(http://library.fa.ru/files/elibfa.pdf)

. www.cbr.ru - OduimanbHbii caT banka Poccumn

. OnekTpoHHO-6MOMMoTeuHast cicteMa BOOK.RU http://www.book.ru

. DneKTpoHHO-0MbMoTeuHas cicTeMa Znanium http://www.znanium.com

. HayuHast aniekTpoHHas 6ubmoteka eLibrary.ru http://elibrary.ru

. MudopmarmonHo-o6pa3oBarebHbI opTan @uHyHuBepcuTeTa: https://org.fa.ru

. * DyIeKTpOHHO-0MbMMoTeuHast crcTema u3arenbcTBa Jlanb https://e.lanbook.com/

N Ul A W

. «[denoBass onHaitH OuOMMOTeKa» u3AaTeNnbCTBa «AsblMHA [labnmuiep» —
http://lib.alpinadigital.ru/en/library

9. « DNeKTpOHHO-6MO/IMOTeuHas cucTema usgatenscTsa «FOPAMT» https://urait.ru/
10.*  OnekTpoHHO-OMO/MMOTEeUHAass CHCTeMa  «YHHMBEpCUTeTCKass  OubsmoTeka
OHJIAMH» http://biblioclub.ru/
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10. MeToanueckue yKa3aHus /i1 00yJalOLIUXCsI 10 OCBOEHHIO AN CIUITHHBI

CamocrositesibHasi paboTa CTyleHTOB peanu3yeTcs B COOTBETCTBUU C IIPHUKa30M
dunaHcoBoro yHuBepcutera oT 11.05.2021 Ne 1040/0 «O6 yTBep)kAeHUM MeTomuueCcKUx
peKOMeHJallMii MO [JIAaHUPOBaHMI0O W OpraHy3alii BHEayJUTOPHOM CaMOCTOSITE/IbHOM
paboThl CTyZeHTOB 10 obpa3oBaTe/bHBIM MporpaMmaM 0OakajaBpyaTta ¥ MarucTparypbl B
®uHaHCOBOM yHHBepcuTeTe». [IpoMexyTouHass aTTecTanjysi NPOBOJUTCS B COOTBETCTBUU C
npukazom PuHaHcoBoro yHuBepcuteta oT 01.10.2024 Ne 2187/0 «O6 yTBep)KaeHUH
[Tono)keHUsi O TpOBEEHWH TEKYL[ero KOHTPOJS YCIIeBAEMOCTH U IIPOMEXYTOUHOU
aTTecTalliy CTyZleHTOB, oOydJarolmxcss 1o oOpa3oBaTe/ibHbIM IpOrpaMmaM  BBICIIETO
obpazoBanusi B PuHaHCOBOM yHMBepcuTere». Kadeapoit ™oryr pa3pabaTbiBaTbCs
JIOTIOJIHUTE/IbHbIe MeTOAUUYeCKhe peKOMeHJaluu [Jisi OTAe/bHbIX (OpM TIpOBe/eHus

dyAUTODHBIX 3aHATHUN U CAMOCTOSITeIbHOMN pa6OTbI CTYyJEeHTOB.
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11. Ilepeuenb UH(OPMALMOHHBIX  TEXHOJIOTHI, MCIO/Jb3yeMbIX TMPH
OCyIIIeCTB/IEHHH 00pa30BaTe/IbHOT0 MpoIecca Mo JUCHHIUIAHE, BK/IHYas IepeyeHb

HEOGXO,E[I/IMOFO nporpaMmMHOro o0ecreueHus " I/lH(l)OpMal_[I/IOHHle CIIPABOYHBIX CUCTEM

KommiekT JIMI{€H3UOHHOI'0 IMpOorpaMMHOro odecreyeHu:

1. Astra Linux

2. Windows

3. Kaspersky

4. Microsoft Office (Windows)

CoBpemeHnHble mpod)ecCHOHA/IbHBbIE 0a3bl /JAaHHBIX W HH(OPMALMOHHBIE

CIIpaBOYHbIE CHCTEMBbI
1. IlnpopmarmonHo-npaBoBas cucreMa «KoHcynbranT [Tnroc»

CepTudunypoBaHHble NpPOrpaMMHbIe M amnmapaTrHbie CpPeACTBAa 3alUThI

uH(popMaIun

1. He pelyCMOTpEHBI

12. Onucanne MaTepHATbHO-TEXHUYECKON 0a3bl, HeoOXoAuMOM [JIA

0CyIIIeCTB/IEHHA 00pa30BaTe/IbHOTO MPOLeCca Mo AUCIHIITHHE

1. YuebHasi ayguTopusi A/l TIpOBeZieHUWsT yueOHBIX 3aHSTUM, TIPeJyCMOTPEHHBIX
MporpaMMoi, B TOM 4YMCJie TPYNMOBBIX W WHWBUJya/IbHbIX KOHCYJ/bTal[UH,
TeKyIlero  KOHTPOJS U TIPOMEXKYTOUHOW  aTTecTallud,  OCHallleHHas
obopyoBaHMEM W TeXHUUECKHUMH CpeCTBaMU 00ydeHMs:: MeOesb ayauTOpHas
(cTosbl, CTY/BS, JOCKA ayUTOPHAst), HAOOp /eMOHCTPAIIMOHHOTO 00O0pPY0BaHUS
(mpoekTop, 3KpaH)

2. TlomeltieHre [yis  CaMOCTOSITeJTbHOM  pabOThl  OOy4YarOIIUXCA  OCHAIleHHOe
KOMITbIOTEDHON TeXHUKOM C BO3MOXXHOCTBIO MOJK/OUeHUs K ceTu "VIHTepHeT" U
obecrieueHreM JJOCTyTA K 37IeKTPOHHOM MH(OPMaI[MOHHO-00pa3oBaTeIbHOM cpejie

YHuBepcurera.
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